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The Asia-Pacific (APAC) region has witnessed a digital transformation in the past
decade. There have been many factors behind this shift, including technological
breakthroughs, heightened internet accessibility, evolving consumer patterns
and efforts by governmental bodies and enterprises to embrace digital solutions.
The region has also become a target for cybercrime as a result of its economic
potential, expanding internet presence and comparatively inadequate levels of
cyber-resilience. This article discusses the susceptibility of APAC to cyberattacks
as well as the way recent events have exacerbated its vulnerability, leading to a
need to enhance cyber-resilience within the region.

In response to such attacks, there has been a concerted emphasis on bolstering
cybersecurity, fostering collaboration among law enforcement agencies and
enacting regulatory measures to address cybercrime and related illicit online
activity at both international and regional levels. This has entailed the co-operation
of governmental bodies, law enforcement entities, financial institutions,
technology corporations and international establishments in enhancing
cybersecurity measures, exchanging information on potential threats and
implementing more stringent regulations to reduce organised criminal activities in
the era of digitalisation. Efforts to mitigate cyber-vulnerabilities are continuously
evolving and may vary across different countries within the APAC region. In light of
the dynamic nature of the threat landscape, ongoing collaboration and proactive
actions to foster cyber-resilience and effectively combat cybercriminal activities
are vital.

The relatively large surge in cybercriminal activities in APAC compared with other
regions presents considerable obstacles for cybersecurity, law enforcement and
the broader security environment in the region. There is a need for a
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comprehensive strategy encompassing the reinforcement of cybersecurity
protocols, the augmentation of law enforcement capacities, the facilitation of
international collaboration and the elevation of public consciousness regarding the
perils associated with cybercrime.

The Asia-Pacific (APAC) region has witnessed a digital transformation in the past
decade. There have been a number of factors behind this shift, including technological
breakthroughs, heightened internet accessibility, evolving consumer patterns and the
efforts of governmental bodies and enterprises to embrace digital solutions. On the
downside, these innovations have also played a key role in increasing cybercriminal
activities in the region.

According to Cybersecurity Ventures (2023), the global cost of cybercrime may rise

to US$9.5 trillionin 2024. If not appropriately mitigated, it may rise to 10.5 trillion by
2025 (Cybersecurity Ventures, 2022). If cybercrime were a country, it would have the
world's third-largest economy behind the USA and China (ibid.). As cybercriminals do
not publicise their operations, for obvious reasons, these estimates are based on recent
trends and the exposure of corporations, governments, individuals and businesses to
different kinds of cyberattacks.

The APAC region has not been spared from these attacks. The region has

become an appealing target for cybercrime owing to its economic potential,
expanding internet presence and comparatively inadequate levels of cyber-
resilience. APAC was the most attacked of all regions in 2022, accounting for roughly
31 per cent of global cyberattacks (Positive Technologies, 2023). Furthermore, the
first quarter of 2023 saw cybercriminal activities globally increase by a staggering
1,835 per cent year on year, with APAC bearing the brunt (Check Point Research,
2023). On average, there were 1,835 new cyber-assaults per organization every
week in APAC, far above the global average of 1,248. As a result, the potential for
cybercriminal activities in APAC is huge, with a potential cost of roughly US$3.3 trillion
by 2025 if we take into account the 31 per cent of global cyberattacks attributed to
the region and the potential cost of cybercrime of $10.5 trillion by 2025 (ibid.). Indeed,
the APAC region has been called the new 'ground zero' for cybercriminal activities
(Gullapali, 2023).

The connection between organised crime groups and cybercrime in the APAC region
is complex. Organised crime attackers have been quick to recognise the potential for
leveraging the digital domain to facilitate the expansion of their operations.

Questions arise about factors contributing to this increase in cyberattacks in the APAC
region and the steps that must be taken to counteract the impending danger they
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pose. Within this, it is of use to study recent cybersecurity attacks in APAC; we use the
Commonwealth countries in the region to ascertain what can be done to mitigate the
risks of attacks and improve cyber-resilience and recovery.

If these trends are not taken seriously, there may be further harm as the number

of cyber-usersincreases. For instance, the growing presence of the Metaverse
represents a new opportunity for abuse. The use of chatbots, artificial intelligence (Al)
and machine learning (ML) in research and analytics (ChatGPT) holds a great deal of
potential but these tools also generate vulnerability, since hackers may employ Al tools
for sophisticated assaults. Moreover, deepfakes and other malicious bots are already

in use, while the Russian invasion of Ukraine has exposed the vulnerability of critical
infrastructure to nation-state threats, such as anincrease in distributed denial of service
(DDoS) assaults on websites and infrastructure (DDI, 2023). A major example of this has
been the hacking of a Ukrainian satellite, which has further shown that countries and
governments with highly secretive and covert activities are vulnerable to cyber threats
and cyberattacks (ibid.).

In essence, this article analyses the susceptibility of the Commonwealth APAC region
to cyberattacks and how recent events such as the COVID-19 pandemic and the
proliferation of Al and chatbots may exacerbate this vulnerability. The pandemic-
related transition to remote working has amplified online engagement and escalated
cybercriminal endeavours. The article also aims to suggest ways of enhancing cyber-
resilience within the region.

The focus of this article on the Commonwealth countries within APAC is justified

by the increasing convergence between internet usage, internet proliferation and
cybercriminal activities in the region. This connection is presenting considerable
obstacles for cybersecurity, law enforcement and the broader security environmentin
the APAC region. Addressing it will necessitate a comprehensive strategy encompassing
the reinforcement of cybersecurity protocols, the augmentation of law enforcement
capacities, the facilitation of international collaboration and the elevation of public
consciousness regarding the perils associated with cybercrime and its connection with
other criminal activities.

The article first looks into the context behind cybercrime in the APAC region;

the situation post-COVID in terms of the proliferation of cybercrime in the
region; the pros and cons of the potential use of Al in cybersecurity; cybersecurity
initiatives and strategies in the Commonwealth APAC region; and options for
policy consideration.

This section provides statistics to support the focus of the article on cyber-vulnerability
inthe APAC region.
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Even though the African region has the highest average of weekly cyberattacks, Figure 1
shows that the year-on-year percentage change was highest in the APAC regionin the
first quarter of 2023. This implies that the rate of increase in average weekly cyberattacks
in the APAC region was well above that in every other region. For context, the chart also
shows that, while it may seem that the African region had the highest number of average
weekly attacks, this figure has reduced compared with what it was in the same period of
the previous year based on the data collected.

There are a few reasons given for this increasing trend in the APAC region: the trojanising
of the 3CXDesktop app for a supply chain attack, the use of ChatGPT for code
generation that can help less-skilled threat actors launch cyberattacks without effort,
the leveraging of the critical unauthorised remote code exploitation (RCE), and the
vulnerability in the Microsoft Message Queuing (MSMQ) service (Gullipalli, 2023).

Figure 1. Average weekly cyberattacks per organisation, by region, Q1 2023
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Source: Check Point Research (2023).

The increase in mobile cellular subscriptions may have contributed to the rise in global
cybercriminal activities. Figure 2 reveals that mobile cellular subscriptions expanded
significantly in the five regions between 2000 and 2022, with the highest compound
annual growth rate (CAGR) found in North America. The results also show that the APAC
region had the highest number of mobile cellular subscriptions (per 100 people) in 2010,
showing the rising trend in internet activities in the region. However, Africa had the largest
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Figure 2. Mobile cellular subscriptions by region (per 100 people)
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Source: World Development Indicators 2023.

numberin 2022, at an average of roughly 130 per 100 people, slightly higher than the
APAC region’s 124 per 100 people.

The number of mobile cellular subscriptions shown in Figure 2 is likely linked to the
average weekly cyberattacks in Figure 1. For example, Africa has the largest number of
mobile cellular subscriptions per 100 people, as presented in Figure 2, and at the same
time the largest average number of weekly cyberattacks, as shown in Figure 1. This
implies that the rise in mobile cellular subscriptions may have led to the rise in weekly
cyberattacks, with the APAC region suffering a large chunk of these.

Figures 3 and 4 take the analysis a step further by comparing the Commonwealth
APAC countries’ performance in terms of their cellular subscriptions over the internet.
Interestingly, the findings demonstrate that, even though Singapore has the highest
number of mobile cellular subscriptions per 100 people among the Commonwealth Asian
countries (Figure 3), the gap is not as wide as we might think: the other Commonwealth
countries in the region closed the gap over the 22-year period. As a result, Bangladesh
and Pakistan had the highest CAGR in mobile cellular subscriptions per 100 people
between 2000 and 2022 and Singapore had the lowest. Nevertheless, the data show
that all the countries have embraced connectivity through the use of mobile phones
and gadgets to gain access to the internet. Reasons for this include the reduced cost
of internet subscriptions on mobile devices, more individuals embracing mobile usage
across different age groups and a rise in e-commerce (Brain and Oyadeyi, 2023).

The Commonwealth Pacific region has also witnessed a surge in mobile cellular
subscriptions. Figure 4 shows that New Zealand, Australia and Fiji had the highest number of
mobile cellular subscriptions per 100 people and Papua New Guinea and Kiribati the lowest.
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Figure 3. Mobile cellular subscriptions among Commonwealth Asian

countries (per 100 people)
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In general, these findings imply that the Commonwealth APAC region is making
significant strides inits use of mobile cellular subscriptions whether for good or for
badreasons. '‘Good' reasons include the fast-paced development in information
and communication technology (ICT) and 'bad' reasons include the potential for

Figure 4. Mobile cellular subscriptions among Commonwealth Pacific

countries (per 100 people)
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cybercriminals to use such subscriptions to access the internet and target their victims,
unlike in the early 2000s, when such activities were performed only using desktops and
laptops. Now, with a mobile, cybercriminals can easily access victims to defraud.

Therefore, cybercrime is a particular concern in the Commonwealth APAC region
because of the prevalence of internet access on mobile phones. Unlike PCs, mobile
phones often lack protective measures like firewalls, antivirus software, encryption
and so forth. These heightened possibilities, coupled with the region's inadequate
legal framework for cybercrime, make it a prominent target for cybercriminals and
their activities.

The proliferation of digital technology in the Commonwealth APAC region has resulted
in heightened connectivity and a growing dependence on digital infrastructure (Runde
etal., 2020). The level of internet penetration within the APAC region ranks high; only
Europe rivals (or ranks higher than) the APAC region when it comes to internet use

as a percentage of the population. In figures, roughly 89 per cent of the populationin
the APAC region uses the internet, which is the second highest internet penetration
use, beneath only Europe, which has roughly 92 per cent usage. This shows that ICT
development within the region is advanced and has been higher than in most other
regions except Europe. Weak legislation on cybercriminal activities has also potentially
helped cybercriminal activities over the internet proliferate: Figure 1 shows that the
region sees the highest number of average weekly cyberattacks globally.

Figure 5. Individuals using the internet by region (% of population, and
compound annual growth rate [CAGR])
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Figure 6. Individuals using the internet in Commonwealth Asian countries
(% of population, and compound annual growth rate [CAGR])
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Source: World Development Indicators 2023.

In 2022, Brunei Darussalam, Malaysia and Singapore had the highest share of people
using the internet in Commonwealth Asia, at 98, 97 and 96 per cent of the population,
respectively (Figure 6). The figures were the lowest in India (46 per cent), Bangladesh

(39 per cent) and Pakistan (21 per cent). Therefore, from Figure 6, we can see that Brunei
Darussalam, Malaysia, Singapore, and Maldives, are the key driving forces behind the

Figure 7. Individuals using the internet in Commonwealth Pacific countries
(% of population, and compound annual growth rate [CAGR])
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Commonwealth Asian region’s internet penetration of 89 per cent in Asia as illustrated in
Figure 5.

Figure 7 shows internet penetration as a share of the population in Commonwealth
Pacific countries. Australia (96.2 per cent), New Zealand (95.9 per cent) and Fiji

(88 per cent) have the highest rate and Kiribati (54 per cent), Solomon Islands

(36 per cent) and Papua New Guinea (32 per cent) had the lowest in 2021.

Figure 8 shows how successful each region has been in enforcing stringent cybercrime
policies. Europe has the most secure internet users in the world. That is, for every

1 million people, 130,402 persons have secure access to the internet or roughly

13 per cent of the population. This rate is low but still the highest of all regions. Europe's
position may be linked to the high presence of cybercriminal laws and regulations, as well
as stringent penalties for anyone caught engaging in cybercriminal activities.

The APAC region comes in second at roughly 52,000 secure internet users per 1 million
people or roughly 5.2 per cent of the population in the region. However, many of the
countries driving these numbers are not Commonwealth APAC countries (Table 1).
Finally, Africa, Latin America and the Caribbean, and North America have extremely low
figures per 1 million people.

Table 1 sheds more light on the information provided in Figure 8 on the APAC region.
Among Commonwealth Asian countries, Singapore had the highest rate of secure

Figure 8. Secure internet servers by region (per million people)
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internet serversin 2020, at roughly 13 per cent of the population. This was followed

by Brunei Darussalam, at roughly 1.6 per cent. The rest of the Commonwealth Asian
countries had arate of less than 1 per cent, meaning that public and private organisations
and investors need to put more emphasis on building secure internet servers within

the region. Based on these figures, the potential for businesses that want to delve

into creating a secure cyberspace is huge; likewise, the potential for cybercriminals to
perpetrate their activities is also huge, as many people in Commonwealth Asian countries
are not using a secure internet connection and this makes them vulnerable to cyber-
scams, attacks and threats.

In the Commonwealth Pacific countries, only about 4 per cent of people in Australia
use the internet securely, and only about 2 per cent in New Zealand. The rest of the
Commonwealth countries in this region do not reach 1 per cent.

Overall, these figures highlight a huge gap ininfrastructure for many Commonwealth
countries and enormous susceptibility to cyberattacks.

The underground economy can be described as all economic activities that are hidden
from official authorities for monetary, regulatory and institutional reasons (Medina and
Schneider, 2019). Reasons may include tax avoidance, corruption and weak institutions
or regulatory frameworks. Figure 9 shows that the shadow economy is largest in Sri Lanka
(35.5 per cent), Brunei Darussalam (30.2 per cent) and Pakistan (30.1 per cent). This
implies that the size of the shadow economy compared with overall economic activities in
these countries is huge, at over a third in Sri Lanka and at a little less than a third in Brunei

Figure 9. Shadow economy (% of GDP) in the Commonwealth APAC region
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Darussalam and Pakistan. On the other hand, New Zealand (9.7 per cent), Singapore
(10.2 per cent) and Australia (11.6 per cent) have the least informal economies in the
Commonwealth APAC region. This points to the level of development in these countries
and the high level of regulatory frameworks guiding against underground activities.

In essence, the high level of cybercriminal activities in the Commonwealth APAC region (as
presented in Figure 1) may relate to the level of underground activities going on (Figure 9).
This is particularly so in countries that have higher shadow economy levels and a weaker
secure internet server situation (as presented in Table 1), such as Papua New Guinea, Brunei
Darussalam and Pakistan, to mention a few. Consequently, alarger shadow economy is a
concern for the Commonwealth APAC region, since it may aid cybercriminal activities.

The COVID-19 pandemic had a significant impact on the cybercrime landscape in the
APAC region (Germanos and Georgiou, 2021). Itled to arise in the reliance on Al-based
technologies for work, education and entertainment (Khan et al., 2022). The heightened
dependence on digital technology during the pandemic engendered new prospects

for cybercriminals while at the same time intensifying pre-existing susceptibilities.
Conseguently, there was a notable increase in cyberattacks inside the APAC region,
affecting various entities both public and private organisations as well as individuals
(Christine and Thinyane, 2020; Singh, 2022).

Key trends in cybercrime in the Commonwealth APAC region post-COVID include
the following.

Phishing and malware attacks are among the most common types of cyberattacks, and
they have become significantly more frequent since the pandemic (Lallie et al.,, 2021).
Cybercriminals are using phishing emails and websites to trick individuals into revealing
their personal information or clicking on malicious links (Alkhalil et al., 2021). Malware is
also being used to infect devices with ransomware, which can encrypt data and demand
aransom payment. There has been a substantial increase in the occurrence of phishing
attacks and data breaches among Commonwealth APAC countries. For instance, the
Tasmanian education department in Australia was the victim of a cyberattack that led to
the exposure of roughly 30,000 documents on the dark web, many of which contained
sensitive personal information of schoolchildren. Both Australian and New Zealand
citizens were victims of the Latitude Financial attack in Australia, which affected over

14 million customers. In Bangladesh, over 14 million details were breached through

the Office of the Registrar General. The objectives of these attacks were not only the
acquisition of financial benefits but also the deliberate disruption of vital services and the
exploitation of confidential information (Smail, 2023).
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The emergence of ransomware has resulted in significant monetary damage and the
disruption of essential services within diverse industries (Laitinen and Armstrong-Smith,
2022). Ransomware attacks in the APAC region encompass the unauthorised penetration
of computer systems or networks, wherein sensitive data is encrypted and aransom is
subsequently demanded in exchange for the provision of decryption keys (Dimitrov, 2020;
Amankwah-Amoah et al.,, 2021; Skouby et al,, 2022). The APAC region has experienced a
significant rise in both the number and the severity of these attacks, especially since the
pandemic. In addition, the pandemic expedited the adoption of remote work practices,
which increased dependence on digital platforms (Amankwah-Amoah et al., 2021), making
many firms vulnerable to ransomware attacks.

Within Commonwealth APAC countries, Australian commercial law firm HWL Ebsworth
has been a victim of ransomware attacks (Smail, 2023). Singapore's Cyber Security
Agency reported 8,500 cases of phishing attemptsin 2022, arise from 3,100 cases

in 2021 (Chakravarti, 2023). Also, an Indian cybersecurity firm exposed plans by
cybercriminals originating from Indonesia and Pakistan to disrupt the G20 summit in India
using distributed denial of service (DDoS) attacks and mass defacement. According to the
Centre for Strategic and International Studies (CSIS), Bangladesh shut down access to its
central bank and commission website in 2023 when it received information that an Indian
group was trying to hackit, similar to the hack that happened in 2016 that cost the country
almost $1 billion (CSIS, 2023). A Pakistani-based hacker group infiltrated the Indian army
and education sector in a wave of attacks against Indian government institutions (ibid.).

Finally, geopolitical factors have also served as potential catalysts for cyberattacks. The
use of cyber-tools for purposes of disruption or espionage has been observed during
Russia's war on Ukraine (Solar, 2023). Actors now utilise advanced strategies including
double extortion, which involves the threat of leaking sensitive data if the ransom is not
paid (Ryan, 2021). This strategy puts pressure on victims to comply.

The deliberate targeting of critical infrastructure by cybercriminals presents anincreasing
danger, particularly to critical sectors of the economy, such as healthcare, electricity,
transportation and telecommunications (Mizrak, 2023). The strategies cybercriminals

have employed in targeting critical infrastructure have exhibited a notable enhancement in
sophistication. Threat actors utilise sophisticated techniques like ransomware, supply chain
attacks and zero-day exploits to infiltrate systems (Diogenes and Ozkaya, 2019; Xu et al.,
2021). Incidents targeting healthcare systems pose a significant threat to patient care as
they disrupt critical medical services and compromise the security of confidential patient
information (Argaw et al., 2020). These disturbances not only impede prompt medical
attention but also present potential long-term hazards to patient safety and confidentiality.
Cyberattacks also pose significant threats to energy systems, which are crucial for
providing power to urban areas and facilitating industrial operations (Zhao et al., 2021).
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Commonwealth APAC region countries affected by these types of cybercriminal activities
include Malaysia and Singapore, among others (Commonwealth Secretariat, 2022).

The pandemic mandated a swift transition to telecommuting in various sectors. This
sudden shift resulted in numerous organisations being exposed to potential risks, as they
hastily attempted to modify their infrastructure to facilitate remote accessibility (Dwivedi
etal., 2020). The transition has led to an increase in cyber-vulnerabilities, rendering
organisations more prone to cyberattacks. Cybercriminals in the APAC region have
exploited these vulnerabilities by utilising remote access points, specifically targeting
home networks lacking security measures and employing social engineering strategies to
gain unauthorised access to business systems (Aslan et al., 2023).

In recent years, the incorporation of Al into various digital services has experienced
continuous and extensive growth. Governments around the world are currently
contemplating the implementation of Al systems to assist in a multitude of endeavours,
such as the identification and prediction of criminal activities (Engstrom et al., 2020).
National security and intelligence organisations acknowledge the potential impacts of Al
in achieving cyber-resilience and public cyber-safety (Schmidt et al., 2021). Nevertheless,
if the advancement of Al technology (such as face recognition, drones and lethal
autonomous weaponry) is not appropriately regulated or supervised, it presents risks to
the protection of individual rights and liberties (Ala-Pietild and Smuha, 2021).

Al'and ML have promising prospects for the identification and mitigation of cyberattacks
targeting essential sectors of critical infrastructure in the APAC region. Despite this,
issues remain regarding its legislation, particularly for small and medium enterprises
(SMEs) whose funds for cybersecurity are constrained. Cybercriminals use Al to

create and carry out targeted attacks against government entities, businesses and
people. Although there is currently a lack of substantial proof regarding cybercriminals
possessing extensive technical knowledge in Al manipulation, they are aware of its
potential for illicit and disruptive activities (Caldwell et al., 2021). The current trends in
cybercrime underscore a growing dependence on the Internet of Things (loT) for the
dissemination of malware, as well as the utilisation of Al to enhance ransomware attacks
(Cascavillaet al,, 2021). The anticipated growth of this phenomenon is projected to
coincide with the rapid proliferation of interconnected gadgets, potentially heightening
the susceptibility of both businesses and individuals to cybercriminal activities.

Moreover, the emergence of deepfakes has raised substantial concerns within the
realms of national politics and law enforcement, as these have the potential to facilitate
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fraudulent acts using impersonation (van der Sloot and Wagensveld, 2022). According
to areport by The Asset (2023), the APAC region experienced a 1,530 per cent surge
in deepfake cases from 2022 to 2023 amid a growing trend in sophisticated scams and
money laundering cases globally, with Commonwealth countries such as Bangladesh
(5.44 per cent) and Pakistan (4.59 per cent) the biggest culprits. The report further
showed that Singapore, another Commonwealth country in the region, stands out
compared with many other countries in APAC, maintaining a low level of 0.89 per cent.
Australia has also been able to maintain a low rate, of 2 per cent, despite increased
incidents within the region. The use of deepfakes has presented law enforcement
agencies with hurdles to climb as a result of the intricate legal considerations involved in
cross-border investigations.

How can Al be deployed to foster cyber-resilience? Al has emerged as a pivotal tool

in addressing cybersecurity threats by employing ML to monitor and track illegal and
malicious activities within similar digital environments (Zeadally et al., 2020). Al-based
security systems play a crucial role in distinguishing between ‘good' and 'bad’ behaviour
but more advanced iterations can analyse vast datasets, identifying interconnected
activities that may indicate suspicious behaviour by anonymous entities. The proliferation
of network computers, the internet and mobile applications has led to a rise in diverse
and prevalent cyberattacks, particularly through connected devices with insufficient
security measures, exacerbated by the expansion of the loT. This surge in cybercrime
has highlighted the limitations of traditional 'signature-based’ cybersecurity methods
(Zhanget al,, 2022). These conventional approaches require substantial human effort
toidentify risks, develop risk features and integrate threat characteristics into software,
often falling short of addressing modern, complex cyberattacks, which is an area where Al
can effectively be used to boost cyber-resilience.

Furthermore, the concept of CAPTCHA exemplifies the intersection between Al and
cybersecurity, requiring users to identify distorted letters or images as a test to distinguish
between humans and computers (Al-Maliki et al., 2023). When conventional security
systems prove ineffective against evolving threats, Al-driven approaches enhance the
overall security architecture, offering robust protection against a diverse range of intricate
cyberattacks. Companies integrating Al into their operations witness improved business
processes and financial outcomes, particularly through Al-powered cybersecurity solutions
that swiftly develop data-driven security models across various domains (Allioui and
Mourdi, 2023). This is because Al-based monitoring systems continuously track user
behaviour, promptly identifying anomalies, providing a significant advantage in today's
dynamic cybersecurity landscape (Zeadally et al., 2020). In essence, Al and ML technologies
serve as effective anti-malware defences against sophisticated cybercriminal tactics such
as camouflaging malware and ransomware to evade detection (Ferdous et al., 2023). These
technologies enable systems to cross-reference new malware with existing databases,
assess code and pre-emptively prevent potential attacks, even when malicious code is
concealed within large volumes of benign or irrelevant data.
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One major impact of regional and national legal frameworks in the APAC regionis the
creation of vast awareness of the dangers of cyberattacks and the ways to mitigate such
attacks. The various frameworks put in place by many of these countries have created
cyber-awareness among government institutions, business owners and individual

users. Australia, for example, has avenues for training in cyber-awareness on protecting
emails, personal phones and online transactions (ASD, 2024). India has an incident

report framework giving a duration within which cyberattacks must be reported to the
appropriate agency. Cases of business email compromise (BEC) are on the rise; the case
on BEC heard at the ACT Civil and Administrative Tribunal (ACAT) is one such cyberattack
incident (ibid.). The Australian Court puts the responsibility on companies to protect their
systems to prevent the future occurrence of BEC when dealing with clients and other
businesses (Falk, 2022).

The United Nations Office on Drugs and Crime noted that the Commonwealth of
Independent States' CIS Agreement on Cooperation in Combating Offences Related to
Computer Information of 2001 calls on countries to adopt national laws to implement
the Agreement's provisions to harmonise their national cybercrime laws (UNODC,
2019). Singapore, Australia and New Zealand are some of the top Commonwealth
APAC countries in terms of formulating cybersecurity strategies, establishing
computer emergency response teams (CERT), creating governmental agencies and
enacting laws to protect their critical information infrastructure, economy, businesses
and people from incessant cyberattacks while paying attention to international
frameworks such as the CIS Agreement and to UNODC, Council of Europe and EU
cybersecurity policies.

The Association of Southeast Asian Nations (ASEAN) is another example of regional
co-operation on cybersecurity in APAC. The focus of ASEAN is threefold: ensuring
member states make provision for (i) cybersecurity incident response; (i) CERT policy
and co-ordination; and (iii) cybersecurity capacity-building (ASEAN, 2017).

There are gaps in the regional framework of ASEAN and in the national strategies of these
countries (Gan, 2024). Also, the APAC region has uneven cybersecurity development
(ASEAN Cyber Security Cooperation Strategy, 2021). Singapore and Australia have more
legal and judicial frameworks in place than countries such as Kiribati, Solomon Islands and
Tuvalu. India's cybersecurity legislation has not been updated recently, and Malaysia has
unspecialised cybersecurity legislation (Positive Technologies, 2023).
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Table 2. Major cyberattacks in the APAC regionin 2023

Tasmanian Education Department  April 2023 Australia 30,000 documents

Samsung ChatGPT incident April 2023 APAC Company and all
Samsung users

Toyota cyberattack May 2023 APAC Over 2 million
customers

Latitude Finance March 2023 Australia 14 million customers

Bangladesh Registrar General July 2023 Bangladesh 14 million citizens

cyberattack

Tissupath Clinic attack August 2023  Australia 10 years' worth of

data breached

Source: Smail (2023).

The APAC region has experienced several cyberattacks and has been labelled highly
vulnerable to cybercriminal activities. The Medibank Group cyberattack of October 2022,
the Optus Pty Limited cyberattack and the Costa Group cyberattack were some of the
many devastating cyberattacks in the APAC region in 2022. The Medibank cyberattack
led to the exposure of 9.7 million customers' data. Table 2 presents major cyberattacks
occurring in the Commonwealth APAC regionin 2023.

These cyberattacks have led to several sanctions. For instance, the Australian
government sanctioned Aleksandr Ermakov, who was linked to the Medibank
cyberattack. It has been deemed criminal for anyone to use or deal with Aleksandr
Ermakov's assets, cryptocurrency wallet and ransomware payments, with a 10-year
imprisonment or heavy fines imposable (Wong et al., 2024).

Australia also saw some court judgments delivered in cyberattack cases at the Federal
Courtand the ACAT. In 2020, the Australian Security and Investments Commission
(ASIC) instituted an action against RI Advice Group at the Federal Court. The

action was instituted owing to Rl Advice Group's lack of documented cybersecurity
measures to protect its client's information, leading to losses for its clients for six
years. The company was penalised to the tune of AU$750,000, to be paid to ASIC

as compensation (Falk, 2022). These sanctions have helped solidify the Australian
authority's efforts in the fight against cybercriminal activities; other Commonwealth
countries in the APAC region that are yet to make strong cybercriminal legislation can
adopt such measures.
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The transnational nature of cyberthreats means regional and international co-operation
play a crucial role in combating cybercrime. In the APAC region, several organisations play

a crucial role in tackling cybercrime and enhancing cybersecurity (Benincasa, 2020). These
include the Asia-Pacific Computer Emergency Response Team, Interpol Global Complex
for Innovation, ASEAN's Cyber Capacity Programme, Asia-Pacific Telecommunity, Asia-
Pacific Economic Cooperation's Telecommmunications and Information Working Group,
Asia-Pacific Network Information Centre, Asia-Pacific Regional Internet Governance
Forum and Asia-Pacific Security Forum. These agencies foster collaboration, share
expertise and promote best practices in cybersecurity (Sarowa et al., 2020). Their relevance
inthe APAC regionin fighting cybercrime is briefly discussed in the subsections below.

Regional organisations serve as platforms for member states to share threat intelligence,
cyber-incident data and best practices in cybersecurity (Rui, 2023). By facilitating
information exchange and co-ordination, they contribute to a more effective global
response to cyberthreats (Sarowa et al., 2020).

Regional organisations enhance the skills and capabilities of cybersecurity professionals
in member states (Quimba and Barral, 2022). By investing in human resources
development and knowledge-sharing, they contribute to building a global network of
cyber-experts equipped to address evolving cyberthreats (Kumar, 2020).

Regional organisations work towards harmonising cybersecurity policies, standards
and frameworks across member states. By promoting policy coherence and alignment
on cybersecurity issues, they contribute to a more unified approach to combating
cybercrime at the international level (Tien and Cheng, 2016).

Regional organisations advocate for the adoption of international cyber-norms,
principles and best practices to promote responsible behaviour in cyberspace (Herko,
2023). By endorsing global cybersecurity standards and norms, they contribute to a more
secure and stable international cyber-environment (Ang, 2021).

Regional organisations engage in partnerships and collaborations with international
entities, such as INTERPOL, the United Nations and other global organisations (Araki,
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2022).In doing so, they contribute to a co-ordinated and comprehensive global response
to cyberthreats (Rui, 2023).

Regional organisations advocate for cyber resilience and the importance of cybersecurity
at the international level (Herko, 2023). By raising awareness, promoting good
governance and advocating for cybersecurity measures globally, they contribute to
strengthening the overall resilience of the international community against cybercrime
(Slayton and Clarke, 2020).

Regional organisations actively participate in global cybersecurity initiatives,
conferences and forums to share insights, experiences and expertise on cybercrime
prevention and response (Ang, 2021). In this way, they play a vital role in shaping
international cybersecurity agendas and strategies (Bahuguna et al., 2020).

Enforcing legal provisions on cybercrime in the APAC region faces several challenges to
the effective prosecution and deterrence of cybercriminal activities.

Cybercrimes are often transnational, making it challenging to determine
jurisdiction and prosecute offenders operating across multiple jurisdictions
(Quimba and Barral, 2020). Lack of clear legal frameworks for cross-border
co-operation and extradition complicates the enforcement of cybercrime laws in
the region (Araki, 2022).

Variations in cybercrime laws and regulations among countries in the APAC region create
inconsistencies and gaps in legal frameworks (Kumar, 2021). The absence of harmonised
legislation hampers international co-operation and co-ordination in combating
cybercrimes effectively (Araki, 2022).

Many countries in the region face resource constraints, including on funding, technical
expertise and specialised cybercrime units (Tien and Cheng, 2016). This hinders law
enforcement agencies’ ability to investigate cybercrimes, gather digital evidence and
prosecute offenders (Roberts, 2022).
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Rapid technological advancements present challenges for law enforcement
agencies in keeping pace with evolving cyberthreats (Ang, 2021). Cybercriminals
often use sophisticated techniques and encryption methods to conceal their
activities, making it difficult for authorities to detect and investigate effectively
(Herko, 2023).

Balancing the need for law enforcement access to digital evidence with data privacy
rights poses a significant challenge in enforcing cybercrime laws (Sarowa et al., 2022).
Striking a balance between investigating cybercrimes and protecting individuals' privacy
rights is a complex issue that requires careful consideration and legal safeguards
(Benincasa, 2020).

Effective enforcement of cybercrime laws requires close co-operation and information-
sharing among law enforcement agencies across borders (Sarowa et al., 2022).
Challenges such as differing legal systems, language barriers and cultural differences can
impede seamless collaboration in combating transnational cybercrimes (Bahuguna et al.,
2020).

Building the technical capabilities and expertise of law enforcement agencies to
investigate cybercrimes is essential for the effective enforcement of legal provisions
(Kumar, 2021). A lack of specialised training programmes and cybercrime units in some
countries hinders their ability to respond to and investigate cyber-incidents.

Collaboration between government agencies, private sector entities and civil society
organisations is crucial in combating cybercrime (Slayton and Clarke, 2020). However,
establishing effective public—private partnerships and information-sharing mechanisms
can be challenging owing to concerns about data protection, trust issues and differing
priorities (Ang, 2021).

Cyberthreats evolve rapidly, with continuous updates and adaptations to existing legal
frameworks required to address emerging challenges (Araki, 2022). The process of
revising laws and regulations to keep pace with technological advancements can be
slow and complex, delaying the enforcement of legal provisions on cybercrime (Kumar,
2021).
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To combat cybercrime, the Commonwealth APAC countries have adopted different
national strategies.

Singapore launched its first Cybersecurity Strategy in 2016 and updated this in 2021

to develop a vibrant cybersecurity ecosystem and grow a robust cyber talent pipeline.
Singapore has laid out three pillars — 'build resilient infrastructures,’ 'enable safe
cyberspace’ and ‘enhance international cyber co-operation’ —to accomplish its goals.
The Cyber Security Act of 2018 is one of the laws passed to put this into action. The
Cyber Security Agency (CSA) has been established to manage the establishment of a
cyberthreat response team and the development of cyberspace awareness initiatives for
organisations, companies and people. Other government departments receive security
consultation services from CSA. Given the global nature of cybercrime, CSA actively
promotes international and regional capacity-building initiatives with other nations

(CSA Singapore, 2023). Cybercrime monitoring, and policy generation within existing
regulatory frameworks for implementation by various financial institutions, payment
platforms and the general public, is a primary function of Singapore's Monetary Authority.

Brunei Darussalam has formed Cyber Security Brunei (CSB). Despite being a government
body, this assists both public and private entities in their fight against cybercrime. CSB
raises public awareness of cybercrime, develops policies to deal with cyber-risks and
plans to strengthen the national enforcement agency's enforcement capabilities (ibid.).
Brunei's Computer Emergency Response and the National Digital Forensic Laboratory
are the ways by which they carry out their mandate. CSB has rules and regulations
pertaining to cybercrime, including the Cyber Security Order 2023 and the National
Cybersecurity Framework, which provide organisations with standards, guidelines and
protocols to fight cybercrime.

India has purposefully established a multistakeholder ecosystem to handle cybercrime.
The National Cyber Security Strategy, launched in 2013, with arevamp in 2023 (inits

final stages of approval) aims to help raise awareness about cybercrime, educate the
public on data protection, develop strategies to prevent cyberattacks and bring those
responsible to justice (Inamdar, 2023). The strategy will help agencies including the
National Cybercrime Reporting Portal, Platform for Joint Cybercrime Investigation Team,
National Cybercrime Forensic Laboratory and National Cybercrime Threat Analytics Unit.
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The country's National Cyber Crime Research and Innovation Centre keeps an eye out
for emerging cybercrime trends and develops strategies to combat them.

To ensure the safety of its critical and national information infrastructure, Malaysia
established the National Cyber Security Agency (NACSA) in 2017 and created the
National Cybersecurity Strategy in 2020. Its cybersecurity strategy plan spanning the
years 2020-2024 is built around five main pillars: (i) efficient administration and control;
(i) increasing the robustness of law enforcement; (iii) facilitating first-rate innovation,
technology, research and development, and business; (iv) improving awareness,
education and capacity-building; and (iv) building international co-operation. The tenets
of these pillars include legislation, awareness-raising initiatives, cyberthreat agencies and
enhanced cyberattack prevention measures.

Cybersecurity Maldives was established in 2013 with the mandate of performing security
audits, assessing network threats and developing solutions for cyberthreat hunting.

In addition to assisting businesses and organisations in preventing cyberattacks and
safeguarding their data, it conducts penetration tests. Meanwhile, Maldives has initiated
the Digital Maldives for Adaptation, Decentralisation, and Diversification Project, with
cybersecurity as one of its aims. Maldives and India signed a multipronged international
co-operation partnership in 2022 to fund a wide range of development initiatives, one

of which is cybersecurity on the island country. Maldives and Bahrain have also signed a
memorandum of understanding.

As aresult of the establishment of a National Cybersecurity Agency in 2016, SrilLanka

now has a Centre for Computer Incident Response Team. The government approved

the Cybersecurity Bill 2023 in July of that year. The agency will oversee the creation of
cybercrime awareness, the formulation of regulatory frameworks for organisations, training
and the creation of a computer incidence response team. Sri Lanka has an information

and cybersecurity plan for the years 2019-2023. The country also has laws that make it

a felony to commit certain types of cybercrime. SriLanka's legal framework for dealing

with cybercrime and malevolent online actions includes the Computer Crimes Act 2007,
the Payment Devices Fraud Act 2006, the Intellectual Property Act 2006, the Electronic
Transaction Act 2006 and the Information and Communication Technology Act 2003.

Many cybercrimes and internet-related offences are punishable by law in Pakistan. A
national cybersecurity policy was unveiled in July 2021. This allows for the establishment
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of a national cybersecurity agency and the development of public and private sector
cybersecurity rules, frameworks, processes and standards. Nevertheless, these rules
remain unenforced.

According to the Bangladesh Gazette 2018, the country's legal framework for dealing
with cybercrimes and the prosecution of those accused of such crimes is embedded
within the Digital Security Act 2018. The Bangladesh Cybersecurity Act 2023 passed
into law in 2023 and supersedes the Act of 2018. Reportedly, the substance of the two
Actsis the same, although they go by different names. Amnesty International (2022)
has speculated that the most recent version includes language that may lead to abuses
of human rights. In addition, Bangladesh has formulated its Cybersecurity Strategy
2021-2025 butitis yet to implement this.

Australia has changed its cybersecurity strategy, laws, agencies, structure, standards and
guidelines, joining other Pacific nations in this effort. The government previously unveiled
two cybersecurity plans, in 2016 and 2020. After soliciting inputs from the private sector,
the government, academia and business, it then unveiled its 2023-2030 Cybersecurity
Strategy, aiming to become a global leader in cybersecurity. The Australian Signals
Directorate set up the Australian Cyber Security Centre in 2023 to enhance cyberattack
awareness, conduct cybersecurity assessments, spread information about cybercrime
reporting and recovery, and put into action many other aspects of the Australian
Cybersecurity Strategy.

The National Security Strategy of Vanuatu has cybersecurity as its fifth pillar. The aimis to
protect cyberspace and the nation's critical information and infrastructure. Cybercriminal
activities are now a crime, punishable by law, according to the Cybersecurity Act of

2021. The government has also developed the National Cybersecurity Strategy 2030,
the National Harmful Digital Communication Strategy 2023 and Vanuatu National Data
Protection & Privacy Policy. Vanuatu has intergovernmental programmes involving many
of its agencies on training, cyberattacks and threat reporting, among others. The main
agency in charge of Cybersecurity in the country is CERT Vanuatu.

Fiji has in place the Cybercrime Act 2021. The Ministry of Information and
Communication Technology is responsible for the country's cybersecurity. To strengthen
the country's overall digital presence and to control and mitigate unwanted cybercriminal
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activities, it oversees programmes such as Digital FIJl and many more. The country's
CERT and an updated National Cybersecurity Strategy are nearing completion. To
enhance its security policy, the country takes part in regional partnerships with Australia
as well as other international collaborations.

The Ministry of Information, Communications and Transport of Kiribati prepared a
national cybersecurity strategy in 2020 and enacted the Cybercrime Actin 2021. No
dedicated government body has been established to carry out this plan; the ministry
oversees implementation of the cybersecurity strategy.

As a member of the Pacific Cybersecurity Operational Network, Nauru passed a law
in 2015 to combat cybercrime and make it easier to prosecute those responsible.
The Ministry of Information and Telecommunications is responsible for implementing
cybersecurity policy.

The Strategy and Computer Emergency Response Team in Tonga oversees the
implementation of the National Cybersecurity Framework 2022. This specialist agency
enforces Tonga's cybersecurity rules. Critical infrastructure operators, as well as public and
private sector organisations, obtain guidance and assistance from the response team.

New Zealand passed the Intelligence and Security Act 2017. In addition, the country
launched a cybersecurity strategy in 2019 managed by CERT New Zealand.

In Papua New Guinea, cybersecurity matters are handled by the Department of
Information and Communication Technology and other departments that are members
of the National Cyber Co-ordinating Centre. There is national legislation and a
cybersecurity policy in place to make cybercrime a punishable offence. An example of this
is the Cybercrime Code Act 2016. Launched in 2020, the National Cybersecurity Policy
2021 details the government's cybersecurity objectives and plans to attain them.

While Samoa has a national cybersecurity strategy for 2016-2021, with SamCERT as its
main cybersecurity body, it has no specialised cybercrime legislation. Solomon Islands
also does not have cybercrime legislation but the government ICT Unit keeps tabs on
the country's cybersecurity activities. Tuvalu does not yet have a dedicated body to
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supervise cybersecurity matters; issues are handled by the Department of Information
and Communication Technology under the Ministry of Justice.

This article has looked in depth into cybercrime in APAC and found that the regioniis

not as resilient to cybercriminal activities as initially thought. This is particularly the case

for Commonwealth APAC countries, used as the focus for the study, although some
Commonwealth countries, such as Singapore, New Zealand and Australia, are very heavy

on cybersecurity initiatives that uncover and address the activities of cybercriminals and
promote cyber-resilience. Our study has highlighted the context of cybercrime in the region,
and within this the role that the COVID-19 pandemic has played in shifting work online,
thereby exposing many organisations in the region to cyberthreats. It has also highlighted
the positive and negative roles that Al may play in the fight against cybercriminal activities.

The Commonwealth APAC region needs to strengthenits resilience to and reduce the
risk of cyberattacks and threats, and protect its digital infrastructure in the ever-changing
landscape. Therefore, we now highlight options to build the resilience of Commonwealth
APAC countries to prevent the proliferation of cybercriminal activities in the region.

Increased awareness, advocacy and education: The governments of APAC countries
should fund campaigns to educate the public about the risks of cybercrime. An example of an
existing awareness campaignis Singapore's Better Cyber Safe than Sorry campaign, which
began with private e-commerce retailers like Shopee and supermarket chain NTUC Fairprice,
and has since expanded to include instructional videos, national television advertisements
and posters at most bus stops (Gullapalli, 2023). Individuals and businesses alike can benefit
fromincreased vigilance and preparedness in the face of cybersecurity threats if they are
made more aware of the risks they face and given direction on how to react (ibid.).

Improved public and private co-operation: Co-operation between cybersecurity
authorities, organisations and governments may aid in the prevention of attacks and
proactively address emerging threats. By working together, organisations can improve
their defencesin response to cyberthreats more quickly.

Creation of taskforces: Learning from the successes of countries such as Singapore,
itis pertinent to establish national taskforces devoted to developing, co-ordinating and
implementing comprehensive strategies and policies to successfully tackle cybercrime.

Improved government regulations: To safeguard their citizens, APAC countries should
consider enacting strict and standardised cybersecurity laws. These policies can create
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baselines for security, promote frequent evaluations and impose consequences for
failing to comply, drawing inspiration from the practices already in place in Australia and
Singapore. By establishing rules that strengthen cybersecurity resilience, APAC nations
can push businesses to prioritise safety and implement best practises.

Strengthening cybersecurity governance and leadership: Organisations in the APAC
region should hire skilled experts with experience in cybersecurity to senior roles and
boards of directors to strengthen cybersecurity leadership and governance frameworks.
Fostering a culture of responsibility and giving security measures their appropriate
priority can be achieved when cybersecurity is prioritised at the highest levels of
decision-making within organisations. Public and private organisations require a chief
information security officer, who is given authority and a clear mandate to implement an
‘intelligence-led, prevention-first cybersecurity approach’ to compete on the new cyber-
battlefield (Gullapalli, 2023).

Collaboration with international partners: Cybercrime is a global phenomenon, hence
APAC countries need to collaborate with global partners to put an end toit. By doing
this, APAC countries will enhance their defence and reduce the threats presented by
cybercriminals who may operate from other countries.

Consistent expenditure on security: The public and private entities in the APAC region
need to invest heavily in cyber-resilience. To remain ahead of threats and reduce their
exposure to attacks, entities mustinvest in strong security protocols, update and patch
systems regularly and undertake thorough security audits.

Responding to the misuse of Al for cybercriminal activities: To respond to the misuse of
Al for cybercriminal activities, the APAC region can adopt policy initiatives like the Digital
Services Act and the Regulation proposal for Artificial Intelligence Systems adopted

by the EU (Schneider and Werle, 2023). Such policy will serve the purpose of creating
rigorous guidelines and responsibility for risk assessments using Al services to guarantee
the safe use of Al services. Other initiatives to draw lessons from include the Budapest
Convention and the recent inclusion of the Second Additional Protocol to the Budapest
Convention, initiated by the Council of Europe, which aims at criminalising offenders

who perpetrate cybercriminal activities (Chang, 2020; Mantelero, 2022). In addition, the
adoption of these initiatives will foster co-operation within the region, thereby supporting
efforts to identify, investigate and prosecute cybercriminals (Velasco, 2022).

Finally, it is crucial to note that recognising that a multidimensional strategy comprising
awareness, co-operation, regulation and continual improvement from all stakeholders is
necessary to make APAC the least targeted region for cyberattacks. By adopting these
policies and promoting a cybersecurity-aware culture, APAC can strengthen its defence
against cybercriminals; safeguard its digital infrastructure, businesses and citizens from
evolving threats; and reduce the associated risks. Since the threat environment is always
changing, it is vital to stress the need for constant communication and preventative
measures in building cyber-resilience and stopping cybercrime.
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