
Annex A 

FATF Recommendations relevant to the Financial Sector* 

The scope of application of the 
Recommendations 
9 Th e Recommendation s 1 2 to 2 9 of this paper shoul d 

apply no t onl y t o banks , but als o to non-ban k 
financial institutions . 

10 Th e appropriat e nationa l authoritie s shoul d tak e 
steps to ensure tha t thes e Recommendations ar e 
implemented o n a s broad a  front a s i s practically 
possible. 

11 A  workin g group should furthe r examin e th e 
possibility o f establishing a  common minima l lis t o f 
non-bank financial  institution s dealing wit h cas h 
subject t o these Recommendations . 

Customer identificatio n 
12 Financia l institution s shoul d no t kee p anonymou s 

accounts o r accounts i n obviously fictitious  names : 
they shoul d b e required (b y law , by regulations, by 
agreements amon g financial  institution s o r by self-
regulatory agreement s amon g financial  institutions ) 
to identify , o n th e basi s of an officia l o r otherwis e 
reliable identifyin g document , an d recor d th e 
identity o f clients, either occasiona l o r usual , whe n 
establishing busines s relations o r conductin g 
transactions (i n particular openin g of accounts o r 
passbooks, entering int o fiduciary  transactions , 
renting o f safe deposit boxes , performing larg e cas h 
transactions). 

13 Financia l institution s shoul d tak e reasonabl e 
measures t o obtain informatio n abou t th e tru e 
identity o f the person s on whos e behal f a n accoun t i s 
opened o r a transaction i s conducted i f there ar e an y 
doubts a s to whether thes e client s o r thei r customer s 
are not actin g on thei r ow n behalf , i n particular , i n 
the cas e of domiciliary companie s (i.e . institutions , 
corporations, foundations , trust s etc , tha t d o no t 
conduct an y commercia l o r manufacturing busines s 
or any other for m o f commercial operatio n i n th e 
country wher e thei r registere d offic e i s located) . 

Record keepin g 
14 Financia l institution s shoul d maintain , fo r a t leas t 

five years, al l necessary record s on transactions , bot h 
domestic an d international , t o enable the m t o 
comply swiftly wit h informatio n request s from th e 

competent authorities . Such record s must b e 
sufficient t o permi t reconstructio n o f individua l 
transactions (includin g th e amount s an d type s of 
currency involved , i f any) s o as to provide, i f 
necessary, evidenc e fo r prosecutio n o f crimina l 
behaviour. 

Financial institution s shoul d kee p record s o n 
customer identificatio n (e.g . copies or records of 
official documentatio n o f documents lik e passports , 
identity cards , driving licence s or similar documents) , 
account files  an d busines s correspondence fo r a t leas t 
five year s afte r th e accoun t i s closed. 

These document s shoul d b e availabl e t o domesti c 
competent authorities , i n th e contex t o f crimina l 
prosecutions an d investigations . 

Handling of suspicious transactions 
15 Financia l institution s shoul d pa y specia l attentio n t o 

all complex, unusual , larg e transactions , an d al l 
unusual pattern s o f transactions, whic h hav e n o 
apparent economi c o r visible lega l purpose . Th e 
background an d purpos e o f such transaction s should , 
as far a s possible, be examined , th e findings  estab -
lished i n writing , an d b e available t o help supervisors , 
auditors an d la w enforcement agencies . 

16 I f financial  institution s suspec t tha t fund s ste m from a 
criminal activity , the y shoul d b e permitted o r 
required t o repor t promptl y thei r suspicions t o th e 
competent authorities . Accordingl y ther e shoul d b e 
legal provision t o protec t financial  institution s an d 
their employee s fro m crimina l o r civil liabilit y fo r 
breach o f any legislative , regulatory o r administrativ e 
provision, i f they repor t i n goo d faith , i n disclosin g 
suspected activit y t o th e competen t authorities , eve n 
if they hav e no t know n precisel y wha t th e underlyin g 
criminal activit y was , and regardles s o f whethe r 
illegal activit y actuall y occurred . 

17 Financia l institutions , thei r director s and employees , 
should not , or , where appropriate , should no t b e 
allowed t o warn thei r customer s when informatio n 
relating t o the m i s being reporte d t o the competen t 
authorities. 

18 I n th e cas e o f a  mandatory reportin g system , o r i n th e 
case o f a voluntary reportin g syste m wher e 
appropriate, financial  institution s reportin g thei r 

' th e original FATF Recommendations were revised by the FAFT in June 199 6 and are reproduced i n in Annex C 
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suspicions should compl y wit h instruction s fro m th e 
competent authorities . 

19 I n countries wher e n o obligatio n o f reporting thes e 
suspicions exists , when a  financial  institutio n 
develops suspicions abou t operation s o f a customer , 
and whe n th e financial  institutio n choose s t o mak e 
no repor t t o th e competen t authorities , i t shoul d 
deny assistanc e t o thi s customer , seve r relations wit h 
him an d clos e his accounts . 

Internal systems and controls for financial 
institutions 
20 Financia l institution s shoul d develo p programme s 

against mone y laundering . These program s shoul d 
include, as a minimum : 

(a) th e development o f interna l policies , procedure s 
and controls , includin g th e designatio n o f 
compliance officer s a t managemen t level , an d 
adequate screenin g procedure s t o ensure hig h 
standards whe n hirin g employees ; 

(b) a n ongoin g employe e trainin g programme ; 

(c) a n audi t functio n t o tes t th e system . 

Transactions involving countries that do not 
apply the FATF Recommendations 
21 Financia l institution s shoul d giv e specia l attentio n t o 

business relationships an d transaction s wit h 
persons,including companie s an d financial 
institutions, from countrie s whic h d o not , o r 
insufficiently appl y thes e Recommendations . 
Whenever thes e transaction s hav e n o economi c o r 
visible lawfu l purpose , thei r backgroun d an d purpos e 
should, a s far a s possible, be examined , th e findings 
established i n writing, and b e available t o hel p 
supervisors, auditor s an d la w enforcement agencies . 

22 Financia l institution s shoul d ensur e tha t th e 
principles mentione d abov e ar e also applied t o 
branches and majorit y owne d subsidiarie s locate d 
abroad, especiall y i n countries whic h d o not , o r 
insufficiently appl y thes e Recommendations , t o th e 
extent tha t loca l applicabl e law s and regulation s 
permit. When loca l applicabl e law s and regulation s 
prohibit thei r implementation , competen t authoritie s 
in the countr y o f the mothe r institutio n shoul d b e 
informed b y the financial  institution s tha t the y 
cannot appl y thes e Recommendations . 

Other measures to combat money laundering 
23 Th e feasibilit y o f measures t o detect o r monito r cas h 

at th e borde r shoul d b e studied , subjec t t o stric t 

safeguards t o ensure prope r us e o f informatio n an d 
without impedin g i n an y wa y th e freedo m o f capita l 
movements. 

24 Countrie s shoul d conside r th e feasibilit y an d utilit y 
of a system where bank s an d othe r financial 
institutions an d intermediarie s woul d repor t al l 
domestic an d internationa l currenc y transaction s 
above a  fixed  amount , t o a  national centra l agenc y 
with a  computerised database , availabl e t o competen t 
authorities fo r us e i n mone y launderin g cases , subjec t 
to stric t safeguard s t o ensure prope r us e of th e 
information. 

25 Countrie s shoul d furthe r encourag e th e developmen t 
of modern an d secur e technique s o f mone y 
management, includin g increase d us e of cheques , 
payment cards , direct deposi t o f salary cheques , an d 
book entr y recordin g o f securities, a s a means t o 
encourage th e replacemen t o f cash transfers . 

The role of the supervisory authorities 
26 Th e competen t authoritie s supervisin g bank s o r othe r 

financial institution s o r intermediaries , o r othe r 
competent authorities , should ensur e tha t th e 
supervised institution s hav e adequat e program s t o 
guard agains t mone y laundering . These authoritie s 
should cooperat e an d len d expertis e spontaneousl y o r 
on reques t wit h othe r domestic , judicia l o r la w 
enforcement authoritie s i n mone y launderin g 
investigations an d prosecutions . 

27 Competen t authoritie s shoul d b e designated t o 
ensure a n effectiv e implementatio n o f all thes e 
Recommendations, throug h administrativ e 
supervision an d regulation , i n al l othe r profession s 
dealing wit h cas h a s defined b y each country . 

28 Th e competen t authoritie s shoul d establis h 
guidelines whic h wil l assis t financial  institution s i n 
detecting suspiciou s patterns o f behaviour b y thei r 
customers. I t i s understood tha t suc h guideline s mus t 
develop ove r time , and wil l never b e exhaustive . I t i s 
further understoo d tha t suc h guideline s wil l primaril y 
serve a s an educationa l too l fo r financial  institutions ' 
personnel. 

29 Th e competen t authoritie s regulatin g o r supervisin g 
financial institution s shoul d tak e th e necessar y lega l 
or regulatory measure s t o guard agains t contro l of , o r 
acquisition o f a significant participatio n i n financial 
institutions by criminals o r thei r confederates . 
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Annex B 

Tackling Money Laundering in the Securities Sector 

1 Introductio n 
1.1 Actio n t o combat mone y launderin g ha s traditionall y 

centred o n banks and othe r deposit-taking institu -
tions. This reflects th e historic emphasi s on th e laun -
dering of street cash derived fro m th e sal e of narcotics . 
However a  comprehensive approac h t o money laun -
dering mus t involv e al l aspects of the financial  system , 
and mus t cover mone y tha t ha s already bee n place d 
into th e financial  system , and als o money derivin g 
from othe r form s o f crime tha t ha s never bee n i n th e 
form o f cash. Clearly suc h a n approac h need s t o tak e 
account o f the possibilit y o f money bein g laundere d 
through securitie s business as well as more traditiona l 
types of financial  activity . 

2 Th e Structure of the Securities Industry 
2.1 Fo r the purpose s of this annex, th e securitie s industr y 

is defined a s the following : 

the buyin g and sellin g of securities (bot h equit y 
and debt) ; 

trading i n financial  derivative s (includin g bot h 
exchange trade d an d ove r th e counte r instru -
ments); 

the operatio n an d marketin g o f collective invest -
ment schemes ; 

participation i n share issues , including privatisa -
tions. 

2.2 Ther e i s a wider range o f institution/clien t relation -
ships i n securities business than i n traditiona l 
banking. While ther e i s no exac t equivalen t o f a ban k 
account int o which an d fro m whic h th e custome r ma y 
move money , a  stockbroker ma y hold securitie s o r 
money o n hi s clients' behalf, usually i n nomine e 
accounts. However i t i s possible for a  client t o use a 
stockbroker merel y t o buy or sell securities, with n o 
long ter m relationshi p bein g established . 

2.3 Th e relationshi p betwee n financial  institution s an d 
the beneficia l owner s of financial  asset s may also be 
more complicated i n th e securitie s field.  In th e case of 
collective investments , fo r instance , th e beneficia l 
owners ar e the uni t holder s whose direct contac t i s 
with th e schem e operator , whil e th e transaction s 
involving th e investmen t fun d itsel f wil l be carrie d 
out b y investmen t managers . There nee d b e no direc t 
contact betwee n thes e investmen t manager s and th e 
beneficial owner s of the fund s tha t the y manage . 

2.4 Ther e i s also a very wide range o f assets involved . 

Equities may be held i n the for m o f registered shares , 
bearer shares , or i n dematerialised for m withi n a n 
automated electroni c settlemen t system . Derivative s 
range from standardise d future s an d option s contracts , 
tradeable o n exchanges , t o complex swap s and othe r 
"manufactured" contracts , known a s OTCs ("Over -
the Counter " contracts) . 

2.5 Transaction s i n the securitie s business may take plac e 
on organise d markets , involvin g larg e numbers o f par-
ticipants, includin g professiona l counterparties . Thes e 
markets often operat e a t high spee d an d i n circum -
stances where i t i s inappropriate fo r marke t partici -
pants t o revea l thei r identit y o r tha t o f their customer s 
before th e dea l i s complete, i f at all , for fear o f movin g 
the marke t agains t them . 

2.6 Finally , participants i n the securitie s markets do not , 
in general , accep t fund s i n the form o f cash. Mos t 
transactions ar e settled throug h cheque s drawn o n o r 
wire transfer s fro m ban k accounts . This renders th e 
securities market s unlikely t o be used a s vehicles fo r 
the "placement " phase o f money laundering , bu t vul -
nerable t o th e "layering " and "integration " phases . 

2.7 Wit h thes e feature s o f the busines s i n mind , i t i s possi-
ble t o consider thei r relevanc e t o the element s o f a 
strategy t o combat mone y laundering . 

3 Custome r identification and record keeping 
(FATF Recommendations 12 -14) 

3.1 I n man y countries , securities broker s are required t o 
maintain informatio n tha t ca n identif y thei r "clients" , 
and i n mos t countrie s thi s will be done for commer -
cial reasons i n any case. However th e exten t t o whic h 
this i s effective a s an elemen t o f an anti-mone y laun -
dering strategy depend s crucially upo n wha t definitio n 
is adopted o f the wor d "client" . 

3.2 Marke t participant s wil l frequently b e asked t o dea l 
on behal f o f a client wh o i s himself actin g on instruc -
tions from a  third party . Chains o f instructions ma y be 
long, and ma y involv e participant s i n mor e than on e 
country. Individua l instruction s ma y be aggregated a s 
they ar e passed dow n th e chain , o r groups of transac -
tions ma y b e broken u p and give n t o differen t 
institutions. Clearly i t i s not practica l fo r al l those i n 
the chai n o f instructions t o know th e identit y o f al l 
those involved . 

3.3 Th e mos t sensibl e option i s probably t o ensure tha t 
any participan t i n securities business i s fully awar e of 
the identit y o f his immediat e clients , includin g bot h 
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those who instruc t o r are instructe d t o deal, and thos e 
involved i n the settlemen t o f accounts. With effectiv e 
record keeping procedures, which shoul d no t caus e 
particular difficulties i n the securitie s area , i t wil l the n 
be possible, for an y transaction , t o reconstruct wha t 
happened, wher e th e instruction s cam e from, an d 
where th e assets , securities and mone y involve d 
moved fro m an d to . 

3.4 Wher e transaction s ar e conducted throug h a  forma l 
exchange, such a s a Stock Exchange , the tradin g an d 
settlement system s may mean tha t i t i s impossible, an d 
probably inappropriate , for trader s to know wh o i s on 
the othe r side of their deals . For practical purpose s 
each participant treat s the exchange itsel f as thei r 
counterparty, fo r both tradin g and settlemen t (thi s 
latter function ma y be operated b y a separate clearin g 
house). I n thi s situation i t i s very importan t tha t th e 
exchange itsel f (an d wher e appropriate , th e clearin g 
house) i s aware of the identitie s o f all it s members . 

3.5 Th e identificatio n requirement s outline d her e ar e 
unlikely t o place much , i f any additiona l burde n o n 
financial institution s an d financial  exchange s an d 
clearing houses . Most securitie s business involve s th e 
extension o f credit t o thos e involved , an d th e 
carrying o f risk. Marke t participant s wil l therefor e b e 
careful t o know wh o i t i s with who m the y ar e 
dealing, so that the y ca n mak e a  fair assessmen t o f 
the degre e o f risk involve d i n th e transactions . 

3.6 Indee d th e experienc e o f some countries ha s bee n 
that lega l identificatio n requirement s hav e ha d a 
wholly beneficia l effect , empowerin g th e institution s 
to establish thei r client s identitie s mor e firmly, 
without th e fea r o f driving legitimat e busines s away . 

4 Recognisin g and handlin g suspicious 
transactions (FATF Recommendations 15 -
19) 

4.1 On e wa y of identifying a  transaction a s suspicious i s to 
ask the questio n "doe s i t make sense" , in the contex t 
of the custome r involved , an d an y othe r availabl e 
information. Th e complexit y o f securities transac -
tions, and th e wide variety o f instruments an d 
strategies available mea n tha t man y transaction s tha t 
at first glance loo k unusua l ma y often b e entirely sen -
sible in th e ligh t of all the circumstances . 

4.2 Derivative s transaction s ar e particularly relevan t here . 
Clients ma y take larg e and comple x position s i n 
derivatives markets , and the n liquidat e the m afte r a 
few days . Such behaviou r migh t wel l be unusua l i n 
equity o r bond markets , but i n derivatives market s i t 
might reflec t a  range of entirely legitimat e possibili -
ties: a short ter m speculative position t o benefi t fro m 
market volatility , o r indee d a  short ter m hedg e agains t 
such volatility ; an arbitrage opportunit y betwee n 
markets tha t disappear s fairly quickly ; a  hedge agains t 
a position take n i n another marke t unti l tha t positio n 
can b e lai d off . 

4.3 Th e clos e relationship betwee n markets , especiall y 
between derivativ e market s and market s tradin g thei r 
underlying assets , means tha t a n apparen t ru n o f loss-
making investment s i n one marke t ma y actually be a 
hedge offse t b y a corresponding serie s of profitabl e 
investments elsewhere . The transaction s an d th e 
hedges may wel l involv e differen t brokers , as well a s 
different markets . As a  result, nobod y i s in a  positio n 
to see the whol e picture , except th e beneficia l 
investor himself . 

4.4 Sinc e th e transaction s themselve s ar e unlikely t o rais e 
suspicions, i t i s all the mor e importan t tha t the y shoul d 
be considered i n the contex t o f the customer . I f a nor -
mally unadventurous custome r start s moving larg e 
sums of money, or starts taking risky positions, this may 
be indicative o f something unusua l - heav y losse s on 
one market , paid for with criminal proceeds , and offse t 
by profits on a  related marke t paid ou t i n clean funds , 
for instance . Changes i n settlement instructions , espe-
cially those involvin g settlement t o overseas bank s 
apparently unrelate d t o normal business may also be 
danger signals. A securitie s institutio n tha t knows it s 
customers well will often recognis e such signs, and wil l 
be i n a position no t onl y t o consider reporting them t o 
the authorities , but als o whether i t wishes to continu e 
to do business with suc h a  customer . 

5 Interna l system s and control s (FATF 
Recommendation 20 ) 

5.1 On e facto r withi n muc h o f the securitie s industr y tha t 
makes i t particularly vulnerabl e t o money launderin g 
is the emphasi s on tradin g a s much a s possible, as 
quickly a s possible. Securities trader s wil l often se e 
any form o f supervision a s an inconvenienc e t o be cir -
cumvented, s o that the y ca n g o back t o makin g 
money. Introducin g interna l system s and controls , an d 
particularly staf f trainin g regimes , i s therefore mor e 
difficult tha n i n other areas , and a t th e sam e tim e 
arguably mor e important . 

5.2 Ultimately , however , securitie s firms depend o n thei r 
reputation almos t a s much a s banks, and i t i s the 
threat t o tha t reputatio n tha t i s the bigges t incentiv e 
for th e introductio n o f effective interna l systems . 

6 Conclusio n 
6.1 Th e natur e o f the securitie s industry , th e variet y o f 

activities involve d an d th e rang e of relationships an d 
structures al l tend t o complicate th e tas k of introduc -
ing effective mone y launderin g countermeasures . 
There ar e however n o majo r impediment s t o th e 
application o f the strateg y establishe d i n th e polic y 
paper t o thi s sector. The abilit y o f securities firms  to 
move an d transfor m larg e amount s o f money ver y 
quickly make s them attractiv e t o money launderers . 
No syste m o f combating launderin g ca n therefor e b e 
considered effectiv e i f i t does not cove r th e securitie s 
sector. 

MONEY LAUNDERING : KE Y ISSUE S AN D POSSIBL E ACTIO N 5 1 



Annex c 

The FATF Forty Recommendations* 

A Genera l framework of the 
recommendations 

1 Eac h countr y shoul d tak e immediat e step s to ratif y 
and t o implemen t fully , th e 198 8 United Nation s 
Convention agains t Illici t Traffic i n Narcotic Drug s 
and Psychotropi c Substance s (th e Vienn a 
Convention). 

2 Financia l institutio n secrec y law s should b e 
conceived s o as not t o inhibi t implementatio n o f 
these Recommendations . 

3 A n effectiv e mone y launderin g enforcemen t progra m 
should includ e increase d multilatera l co-operatio n 
and mutua l lega l assistance i n mone y launderin g 
investigations an d prosecution s an d extraditio n i n 
money launderin g case s where possible . 

Β Rol e of national legal systems in combating 
money laundering 

Scope of the Criminal Offence of  Money 
Laundering 
4 Eac h country shoul d tak e suc h measure s a s may b e 

necessary, includin g legislativ e ones , to enable i t t o 
criminalise mone y launderin g a s set forth i n th e 
Vienna Convention . Eac h countr y shoul d exten d th e 
offence o f drug money launderin g t o one base d o n 
serious offences. Eac h countr y woul d determin e 
which seriou s crimes would b e designated a s mone y 
laundering predicat e offences . 

NOTE TO 4; 
Countries should  consider introducing an offence  money 
laundering based on all serious offences and/or  on  all 
offences that  generate a significant amount of  proceeds. 

5 A s provided i n th e Vienn a Convention , th e offenc e 
of money launderin g shoul d appl y a t leas t t o knowin g 
money launderin g activity , includin g th e concep t 
that knowledg e ma y be inferre d fro m objectiv e 
factual circumstances . 

6 Wher e possible , corporations themselve s -  no t onl y 
their employee s -  shoul d b e subjec t t o crimina l 
liability. 

Provisional Measures and Confiscation 
7 Countrie s shoul d adop t measure s simila r t o thos e se t 

forth i n th e Vienn a Convention , a s may be necessary , 
including legislativ e ones , to enable thei r competen t 
authorities t o confiscate propert y laundered , proceed s 
from, instrumentalitie s use d i n o r intende d fo r us e i n 
the commissio n o f any mone y launderin g offence , o r 
property o f corresponding valu e withou t prejudicin g 
the right s o f bona fide  thir d parties . 

Such measure s should includ e th e authorit y to : (1 ) 
identify, trac e an d evaluat e propert y whic h i s subjec t 
to confiscation; (2 ) carr y ou t provisiona l measures , 
such a s freezing an d seizing , to prevent an y dealing , 
transfer o r disposal o f such property ; an d (3 ) tak e an y 
appropriate investigativ e measures . 

In additio n t o confiscation an d crimina l sanctions , 
countries als o should conside r monetar y an d civi l 
penalties, and/o r proceeding s includin g civi l 
proceedings, t o voi d contract s entere d int o b y parties , 
where partie s knew o r should hav e know n tha t a s a 
result o f the contract , th e Stat e woul d b e prejudice d 
in it s ability t o recove r financial  claims , e.g. throug h 
confiscation o r collection o f fines  an d penalties . 

C Rol e of the financial system in combating 
money laundering 

8 Recommendation s 1 0 to 2 9 should appl y no t onl y t o 
banks, bu t als o to non-bank financial  institutions . 
Even fo r thos e non-ban k financial  institution s whic h 
are no t subjec t t o a  formal prudentia l supervisor y 
regime i n al l countries , for exampl e bureau x d e 
change, government s shoul d ensur e tha t thes e 
institutions ar e subjec t t o th e sam e anti - mone y 
laundering law s or regulations a s all other financial 
institutions an d tha t thes e law s or regulation s ar e 
implemented effectively . 

NOTE TO 8: 
The FAT F Recommendations should  be applied in particu-
lar to life insurance and other investment products  offered 
by insurance companies,  whereas  Recommendation 29 
applies to the whole of the insurance sector. 

The forty Recommendation s wer e originally draw n u p in 1990 . In 199 6 these were revised t o take int o account th e experience gaine d ove r the las t 
six years and t o reflect th e changes whic h hav e occurred i n the mone y launderin g problem . Durin g th e period 199 0 to 1995 , the FAT F also elabo -
rated variou s Interpretativ e Note s whic h ar e designed t o clarify th e applicatio n o f specific Recommendations . Som e o f these Interpretativ e Note s 
have been update d i n the Stocktaking Revie w t o reflect change s i n the Recommendations . 
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9 Th e appropriat e nationa l authoritie s shoul d conside r 
applying Recommendations 1 0 to 2 1 and 2 3 t o th e 
conduct o f financial  activitie s a s a commercia l 
undertaking b y businesses or professions whic h ar e 
not financial  institutions , wher e suc h conduc t i s 
allowed o r not prohibited . Financia l activitie s 
include, but ar e no t limite d to , those liste d i n th e 
attached annex . I t i s left t o each countr y t o decid e 
whether specia l situations should b e defined wher e 
the applicatio n o f anti-money launderin g measure s i s 
not necessary , fo r example , when a  financial  activit y 
is carried ou t o n a n occasiona l o r limite d basis . 

NOTE TO  8  AN D 9(BUREAUX  DE  CHANGE ) .· 

Introduction 

1 Bureaux  de  change are an important link  in the money 
laundering chain since it is difficult to trace the origin of the 
money once  it has been exchanged. Typologies exercises 
conducted by the  FATF have indicated increasing use of 
bureaux de change in laundering operations. Hence  it  is 
important that  there should be effective counter- measures 
in this area. This  Interpretative  Note clarifies  the applica-
tion of FATF Recommendations concerning  the financial 
sector in relation to bureaux de change and, where  appro-
priate, sets out options for their  implementation. 

Definition of Bureaux de Change 

2 For  the purpose of this Note, bureaux  de change are 
defined as institutions which carry out retail foreign 
exchange operations (in cash,  by cheque or credit card). 
Money changing  operations which are conducted only  as 
ancillary to the main activity  of  a business have already 
been covered in Recommendation 9.  Such  operations  are 
therefore excluded from the  scope of this Note. 

Necessary Counter-Measures Applicable to Bureaux de 
Change 
3 To  counter the  use of bureaux de change for money laun-

dering purposes, the  relevant authorities should take 
measures to know the  existence of all natural and legal 
persons who, in  a professional capacity, perform foreign 
exchange transactions. 

4 As  a  minimum requirement,  FAT F members should  have 
an effective system whereby  the bureaux de change are 
known or  declared to the relevant authorities (whether reg-
ulatory or law enforcement). One  method  by  which this 
could be achieved would be  a requirement on bureaux de 
change to submit to  a designated authority, a  simple decla-
ration containing adequate information on  the  institution 
itself and its management. The  authority  could  either issue 
a receipt or give a tacit authorisation: failure to  voice an 
objection being considered as approval. 

5 FATF  members  could also consider the introduction of  a 
formal authorisation procedure. Those wishing  to establish 
bureaux de change would have to submit an  application to 
a designated authority empowered to  grant authorisation 
on a case-by- case basis. The request  for authorisation 
would need to contain such information as  hid down  by 
the authorities but should at least provide details of the 
applicant institution and its management. Authorisation 

would be  granted, subject to the bureau de change meeting 
the specified conditions relating to its management and  the 
shareholders, including the application of a "fit  and proper" 
test. 

6 Another  option  which could be considered would be  a com-
bination of  declaration and authorisation procedures. 
Bureaux de  change would have to  notify their  existence to  a 
designated authority but  would not  need  to  be authorised 
before they could start business. It  would be  open to  the 
authority to  apply a "fit  and proper" test  to the manage-
ment of  bureaux de change after the  bureau had 
commenced its  activity, and  to  prohibit the bureau de 
change from continuing  its  business, if  appropriate. 

7 Where  bureaux  are  required to submit a  declaration of 
activity or  an application for registration, the  designated 
authority (which  could be either a public body or a self-reg-
ulatory organisation)  could be empowered to  publish the list 
of registered bureaux de change. As  a  minimum, it  should 
maintain a  (computerised)  file of  bureaux de  change. There 
should also be powers to  take action against bureaux de 
change conducting business without having  made a declara-
tion of activity or  having been registered. 

8 As  envisaged  under FATF Recommendations  8  and 9 , 
bureaux de  change should be subject to  the same anti-
money laundering  regulations as any other  financial 
institution. The  FAT F Recommendations on  financial 
matters should  therefore be applied to bureaux de  change. 
Of particular  importance are those on identification require-
ments, suspicious  transactions reporting, due diligence and 
record-keeping. 

9 To  ensure effective implementation of  anti-money launder-
ing requirements by  bureaux de  change, compliance 
monitoring mechanisms should  be established and main-
tained. Where there  is a registration authority for  bureaux 
de change or a body which receives declarations of activity 
by bureaux de  change, it  should carry out this  function. But 
the monitoring could also be done by other designated 
authorities (whether directly or through the agency of third 
parties such as private audit firms). Appropriate  steps 
would need  to be taken against bureaux de change which 
failed to comply with  the  anti-laundering requirements. 

10 The  bureaux  de change sector tends to be an unstructured 
one without (unlike  banks)  national  representative bodies 
which can act as a channel of communication with  the 
authorities. Hence  it  is important that  FATF members 
should establish effective means to  ensure that  bureaux de 
change are aware of their anti-money launderin g responsi-
bilities and to  relay information, such  as guidelines on 
suspicious transactions, to  the profession. In  this  respect it 
would be  useful to  encourage the development of  profes-
sional associations. 

Customer identification and record-keeping 
rules 
10 Financia l institution s shoul d no t kee p anonymou s 

accounts o r accounts i n obviously fictitious  names : 
they shoul d b e required (b y law , by regulations , by 
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agreements between supervisory authorities and finan-
cial institutions or by self-regulatory agreement s 
among financial institutions) to identify, on the basis 
of an official o r other reliable identifying document , 
and record the identity of their clients, either occa-
sional or usual, when establishing business relations or 
conducting transactions (in particular opening of 
accounts or passbooks, entering into fiduciary transac-
tions, renting of safe deposit boxes, performing large 
cash transactions). 
In order to fulfill identificatio n requirement s concern-
ing legal entities, financial institutions should, when 
necessary, take measures: 
(i) t o verify the legal existence and structure of the 

customer by obtaining either from a public register 
or from the customer or both, proof of incorpora-
tion, including information concernin g the cus-
tomer's name, legal form, address, directors and 
provisions regulating the power to bind the entity; 

(ii) to verify tha t any person purporting to act on 
behalf of the customer is so authorised and identi-
fy that person. 

11 Financia l institutions should take reasonable measures 
to obtain information abou t the true identity of the 
persons on whose behalf an account i s opened or a 
transaction conducted i f there are any doubts as to 
whether these clients or customers are acting on their 
own behalf, for example, in the case of domiciliary 
companies (i.e. institutions, corporations, founda-
tions, trusts, etc. that do not conduct any commercial 
or manufacturing business or any other form of com-
mercial operation in the country where their 
registered office i s located). 

NOTES TO 11,  15-1 7 
Whenever it is necessary in order to know the true identity 
of the customer and to ensure that legal entities cannot be 
used by natural persons as a method of operating in reality 
anonymous accounts, financial institutions should, if  the 
information is not otherwise available through public regis-
ters or other reliable sources, request information - and 
update that information -from the  customer concerning 
principal owners and beneficiaries. If  the customer does 
not have such information, the  financial institution should 
request information from the customer on whoever has 
actual control. 
If adequate information is not obtainable, financial institu-
tions should give special attention to business relations and 
transactions with the customer. 
If, based on information supplied from the customer or 
from other sources, the  financial institution has reason to 
believe that the customer s account is being utilised in 
money 
laundering transactions, the  financial institution must 
comply with the relevant legislation, regulations, directives 
or agreements concerning reporting of suspicious transac-
tions or  termination of business with such customers. 
Note to 11: A bank  or other financial institution should 

know the identity of its own customers, even if these are 
represented by lawyers, in  order to detect and prevent sus-
picious transactions as well as to enable it to comply swiftly 
to information or seizure requests by the competent 
authorities. Accordingly Recommendation 11  also  applies 
to the situation where an attorney is acting as an interme-
diary for financial services. 

12 Financia l institutions should maintain, for at least five 
years, all necessary records on transactions, both 
domestic or international, to enable them to comply 
swiftly with information request s from the competent 
authorities. Such records must be sufficient t o permit 
reconstruction of individual transactions (includin g 
the amounts and types of currency involved if any) so 
as to provide, if necessary, evidence for prosecution of 
criminal behaviour. 
Financial institutions should keep records on cus-
tomer identification (e.g . copies or records of officia l 
identification document s like passports, identity cards, 
driving licences or similar documents), account files 
and business correspondence for at least five years 
after the account is closed. 
These documents should be available to domestic 
competent authorities in the context of relevant crim-
inal prosecutions and investigations . 

13 Countrie s should pay special attention to money laun-
dering threats inherent in new or developing 
technologies that might favour anonymity, and take 
measures, if needed, to prevent their use in money 
laundering schemes. 

Increased diligence of financial institutions 
14 Financia l institutions should pay special attention t o 

all complex, unusual large transactions, and all 
unusual patterns of transactions, which have no 
apparent economic or visible lawful purpose. The 
background and purpose of such transactions should, 
as far as possible, be examined, the findings 
established i n writing, and be available to help 
supervisors, auditors and law enforcement agencies . 

NOTE TO 14: 
(a) In  the interpretation of this requirement, special atten-
tion is required not only to transactions between financial 
institutions and their clients, but  abo to transactions 
and/or shipments especially of currency and equivalent 
instruments between financial institutions themselves or 
even to transactions within financial groups. As the 
wording of Recommendation 14  suggests that indeed all 
transactions are covered, Recommendation 14  must be 
read to incorporate these inter-bank transactions. 
(b) The  word transactions should be understood t o 
refer to the insurance product itself , the premium 
payment and the benefits . 

15 I f financial institutions suspect that funds stem from a 
criminal activity, they should be required to report 
promptly their suspicions to the competent 
authorities. 
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16 Financia l institutions , thei r directors , officers an d 
employees, should b e protected b y legal provision s 
from crimina l o r civil liabilit y fo r breac h o f an y 
restriction o n disclosure o f information impose d b y 
contract o r by any legislative , regulatory o r adminis -
trative provision , i f they repor t thei r suspicion s i n 
good faith t o the competen t authorities , even i f they 
did no t kno w precisely wha t th e underlyin g crimina l 
activity was , and regardles s of whether illega l activit y 
actually occurred . 

17 Financia l institutions , thei r directors , officers an d 
employees, should not , or , where appropriate , shoul d 
not b e allowed to , warn thei r customer s whe n 
information relatin g t o them i s being reported t o th e 
competent authorities . 

18 Financia l institution s reportin g thei r suspicion s 
should compl y wit h instruction s fro m th e competen t 
authorities. 

19 Financia l institution s shoul d develo p program s 
against mone y laundering . These program s shoul d 
include, a s a minimum : 

(i) th e developmen t o f interna l policies , procedure s 
and controls , includin g th e designatio n o f 
compliance officer s a t managemen t level , an d 
adequate screenin g procedures t o ensure hig h 
standards when hirin g employees ; 

(ii) a n ongoin g employe e trainin g programme ; 

(iii) a n audi t functio n t o tes t th e system . 

Measures to cope with the problem of 
countries with no or insufficient anti-money 
laundering measures 
20 Financia l institution s shoul d ensur e tha t th e princi -

ples mentioned abov e ar e also applied t o branches an d 
majority owne d subsidiarie s located abroad , especiall y 
in countries which d o not o r insufficiently appl y thes e 
Recommendations, t o the exten t tha t loca l applicabl e 
laws and regulation s permit . When loca l applicabl e 
laws and regulation s prohibi t thi s implementation , 
competent authoritie s i n the countr y o f the mothe r 
institution shoul d b e informe d b y the financial  institu -
tions tha t the y canno t appl y thes e Recommendations . 

21 Financia l institution s shoul d giv e specia l attentio n t o 
business relations and transaction s wit h persons , 
including companie s an d financial  institutions , fro m 
countries which d o no t o r insufficientl y appl y thes e 
Recommendations. Wheneve r thes e transaction s 
have n o apparen t economi c o r visibl e lawfu l purpose , 
their backgroun d an d purpos e should , a s far a s 
possible, be examined , th e findings  establishe d i n 
writing, an d b e availabl e t o help supervisors , auditor s 
and la w enforcement agencies . 

Other measures to avoid money laundering 
22 Countrie s shoul d conside r implementin g feasibl e 

measures t o detec t o r monito r th e physica l cross -
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border transportatio n o f cash an d beare r negotiabl e 
instruments, subjec t t o stric t safeguard s t o ensur e 
proper us e of informatio n an d withou t impedin g i n 
any way th e freedo m o f capital movements . 

N O T E TO  22: 
(a) To  facilitate detection and  monitoring  of  cash 
transactions, without  impeding  in any way  the  freedom of 
capital movements, members  could  consider the feasibility 
of subjecting all cross-border transfers, above  a given 
threshold, to  verification, administrative  monitoring, 
declaration or record keeping requirements. 

(b) If  a country discovers  an unusual  international 
shipment of  currency, monetary  instruments,  precious 
metals, or  gems, etc.,  it  should consider notifying, as 
appropriate, the  Customs Service  or  other competent 
authorities of  the  countries from which  the  shipment 
originated and/or to  which it  is destined, and  should  co-
operate with a  view toward  establishing  the source, 
destination, and  purpose of  such shipment and  toward  the 
taking of appropriate action. 

23 Countrie s shoul d conside r th e feasibilit y an d utilit y 
of a system wher e bank s an d othe r financial 
institutions an d intermediarie s woul d repor t al l 
domestic an d internationa l currenc y transaction s 
above a  fixed  amount , t o a  national centra l agenc y 
with a  computerised dat a base , available t o 
competent authoritie s fo r us e i n mone y launderin g 
cases, subject t o stric t safeguard s t o ensure prope r us e 
of the information . 

24 Countrie s shoul d furthe r encourag e i n genera l th e 
development o f modern an d secur e technique s o f 
money management , includin g increase d us e of 
checks, payment cards , direct deposi t o f salary 
checks, and boo k entr y recordin g o f securities, a s a 
means t o encourage th e replacemen t o f cas h 
transfers. 

25 Countrie s shoul d tak e notic e o f the potentia l fo r 
abuse o f shell corporation s b y money launderer s an d 
should conside r whethe r additiona l measure s ar e 
required t o prevent lawfu l us e of such entities . 

Implementation, and role of regulatory and 
other administrative authorities 
26 Th e competen t authoritie s supervisin g bank s or othe r 

financial institution s o r intermediaries , o r othe r 
competent authorities , should ensur e tha t th e 
supervised institution s hav e adequat e program s t o 
guard agains t mone y laundering . These authoritie s 
should co-operat e an d len d expertis e spontaneousl y 
or on reques t wit h othe r domesti c judicia l o r la w 
enforcement authoritie s i n mone y launderin g 
investigations an d prosecutions . 

N O T E TO  26 : 
In respect of this requirement, it  should be noted that  it 
would be  useful to  actively detect  money launderin g if  the 
competent authorities  make relevant  statistical 
information available  to the investigative authorities, 
especially if this information contains  specific  indicators of 
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money foundering activity. For  instance, if  the competent 
authorities statistics show an imbalance between the 
development of the financial services industry in a certain 
geographical area within a country and the development of 
the focal economy, this  imbalance might be indicative of 
money foundering activity in the region. Another  example 
would be manifest changes in domestic currency flows 
without an apparent legitimate economic cause. However, 
prudent analysis of these statistical data is warranted, 
especially as there is not necessarily a direct relationship 
between financial flows and economic activity (e.g.  the 
financial flows in an international financial centre with a 
high proportion of investment management services 
provided for foreign customers or a forge inter-bank 
market not linked with local economic activity). 

27 Competen t authorities  should be designated t o 
ensure an effective implementatio n of all these 
Recommendations, through administrativ e 
supervision and regulation, in other profession s 
dealing with cash as defined b y each country. 

28 Th e competent authorities should establish guidelines 
which will assist financial institutions in detecting sus-
picious patterns of behaviour by their customers. It is 
understood that such guidelines must develop over 
time, and will never be exhaustive. It is further under -
stood that such guidelines will primarily serve as an 
educational tool for financial institutions personnel. 

29 Th e competent authorities regulating or supervising 
financial institutions should take the necessary legal 
or regulatory measures to guard against control or 
acquisition of a significant participation i n financial 
institutions by criminals or their confederates . 

NOTE TO  29 : 
Recommendation 29 should not be read as to require the 
introduction of a system of regular review of licensing of 
controlling interests in financial institutions merely for 
anti-money foundering purposes, but  as to stress the 
desirability of suitability review for controlling 
shareholders in financial institutions (banks and non-
banks in particular) from a FATF point of view. Hence, 
where shareholder suitability (or fit and proper) tests 
exist, the attention of supervisors should be drawn to their 
relevance for anti-money foundering purposes. 

D Strengthenin g of international 
co-operation 

Administrative Co-operation 
Exchange of general information 
30 Nationa l administrations should consider recording, at 

least in the aggregate, international flows of cash in 
whatever currency, so that estimates can be made of 
cash flows and reflows from various sources abroad, 
when this is combined with central bank information . 
Such information should be made available to the 
International Monetary Fund and the Bank for Inter-
national Settlements to facilitate internationa l studies. 
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31 Internationa l competent authorities , perhaps Interpol 
and the World Customs Organisation, should be 
given responsibility for gathering and disseminating 
information t o competent authorities about the latest 
developments in money laundering and money laun-
dering techniques. Central banks and bank regulators 
could do the same on their network. National author-
ities in various spheres, in consultation with trade 
associations, could then disseminate this to financial 
institutions in individual countries. 

Exchange of information relating to suspicious 
transactions 
32 Eac h country should make efforts t o improve a spon-

taneous or upon request international informatio n 
exchange relating to suspicious transactions, persons 
and corporations involved i n those transactions 
between competent authorities. Strict safeguards 
should be established to ensure that this exchange of 
information i s consistent with national and interna -
tional provisions on privacy and data protection. 

Other forms of co-operation 
Basis and means for co-operation in confiscation, 
mutual assistance and extradition 
33 Countrie s should try to ensure, on a bilateral or 

multilateral basis, that different knowledg e standards 
in national definitions - i.e . different standard s 
concerning the intentional element of the infractio n 
- d o not affect th e ability or willingness of countries 
to provide each other with mutual legal assistance. 

NOTE TO 33: 
Subject to principles of domestic law, countries  should 
endeavour to ensure that differences in the national 
definitions of the money foundering offences,- e.g. 
different standards concerning the intentional element of 
the infraction, differences in the predicate offences, 
differences with regard to charging the perpetrator of the 
underlying offence with money laundering - do  not affect 
the ability or willingness of countries to provide each other 
with mutual legal assistance. 

34 Internationa l co-operation should be supported by a 
network of bilateral and multilateral agreements and 
arrangements based on generally shared legal concepts 
with the aim of providing practical measures to affec t 
the widest possible range of mutual assistance. 

35 Countrie s should be encouraged to ratify an d 
implement relevant internationa l conventions on 
money laundering such as the 199 0 Council of 
Europe Convention on Laundering, Search, Seizure 
and Confiscation o f the Proceeds from Crime. 

Focus of improved mutual assistance on money 
laundering issues 
36 Co-operativ e investigation s among countries' 

appropriate competent authorities should be 
encouraged. One valid and effective investigativ e 
technique i n this respect i s controlled delivery 



related to assets known or suspected to be the 
proceeds of crime. Countries are encouraged to 
support this technique, where possible. 

NOTE TO 36: 
The controlled delivery of funds known or suspected to be 
the proceeds of crime is a valid and effective law enforce-
ment technique for obtaining information and evidence in 
particular on international money foundering operations. 
It can be of great value in pursuing particular criminal 
investigations and can also help in obtaining more general 
intelligence on money foundering activities. The  use of 
these techniques should be strongly encouraged. The 
appropriate steps should therefore be taken so that no 
obstacles exist in legal systems preventing the use of con-
trolled delivery techniques, subject to any legal requisites, 
including judicial authorisation for the conduct of such 
operations. The  FATF welcomes and supports the under-
takings by the World Customs Organisation and Interpol 
to encourage their members to take all appropriate steps to 
further the use of these techniques. 

37 Ther e should be procedures for mutual assistance in 
criminal matters regarding the use of compulsory mea-
sures including the production of records by financial 
institutions and other persons, the search of persons 
and premises, seizure and obtaining of evidence for use 
in money laundering investigations and prosecutions 
and in related actions in foreign jurisdictions. 

38 Ther e should be authority to take expeditious action 
in response to requests by foreign countries to 
identify, freeze, seize and confiscate proceeds or other 
property of corresponding value to such proceeds, 
based on money laundering or the crimes underlying 
the laundering activity. There should also be 
arrangements for co-ordinating seizure and 
confiscation proceedings which may include the 
sharing of confiscated assets . 

NOTE TO  38 : 
(a) Each country shall consider, when  possible, 
establishing an asset forfeiture fund in its respective 
country into which all or a portion of confiscated property 
will be deposited for law enforcement, health,  education, 
or other appropriate purposes. 

(b) Each country should consider, when  possible, taking  such 
measures as may be necessary to  enable it to share among 
or between other countries confiscated property, in 
particufor, when confiscation is directly or indirectly a 
result of co- ordinated law enforcement actions. 

39 T o avoid conflicts of jurisdiction, consideration 
should be given to devising and applying mechanisms 
for determining the best venue for prosecution of 
defendants i n the interests of justice in cases that are 
subject to prosecution i n more than one country. 
Similarly, there should be arrangements for co-
ordinating seizure and confiscation proceeding s 
which may include the sharing of confiscated assets . 

40 Countrie s should have procedures in place to 
extradite, where possible, individuals charged with a 
money laundering offence o r related offences. Wit h 

respect to its national legal system, each country 
should recognise money laundering as an extraditable 
offence. Subjec t t o their legal frameworks, countrie s 
may consider simplifying extraditio n by allowing 
direct transmission of extradition requests between 
appropriate ministries, extraditing persons based only 
on warrants of arrests or judgements, extraditing their 
nationals, and/or introducing a simplified extraditio n 
of consenting persons who waive formal extraditio n 
proceedings. 

Miscellaneous Note: Deferred arrest and seizure 
Countries should consider taking measures, including 
legislative ones, at the national level, to allow their 
competent authoritie s investigating money laundering 
cases to postpone or waive the arrest of suspected persons 
and/or the seizure of the money for the purpose of 
identifying person s involved i n such activities for 
evidence gathering. Without such measures the use of 
procedures such as controlled deliveries and undercover 
operations are precluded. 

List of Financial activities undertaken by 
business or professions which are not financial 
institutions 
1 Acceptanc e of deposits and other repayable funds 

from the public. 
2 Lending . Including inter alia: 

consumer credi t 
mortgage credit 
factoring, with or without recourse 
finance of commercial transactions (includin g 
forfeiting). 

3 Financia l leasing. 
4 Mone y transmission services. 
5 Issuin g and managing means of payment (e.g . credit 

and debit cards, cheques, traveller's cheques and 
banker's drafts ... ) 

6 Financia l guarantees and commitments. 
7 Tradin g foe account of customers (spot, forward, 

swaps, futures, options ...) in: 
money market instruments (cheques , bills, CDs, etc.); 
foreign exchange ; 
exchange; interest rate and index instruments ; 
transferable securities ; 
commodity futures trading . 

8 Participatio n i n securities issues and the provision of 
financial services related to such issues. 

9 Individua l and collective portfolio management . 
10 Safe-keepin g an d administration of cash or liquid 

securities on behalf of clients. 
11 Lif e insurance and other investment related 

insurance. 
12 Mone y changing. 
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