
CHAPTER VII 

THE REGULATION O F THE INTERNET 

What is the Role of  the State in the Development of  the 
Internet? What  are the International Projects  for the 

Developing Countries? 

7.1 Interne t Governance: The Role of the State 

The Interne t is , by definition , a n ope n Net . Fo r thi s reaso n som e o f it s 
applications, suc h a s th e developmen t o f busines s relationship s o r th e 
organisation o f private information services , gives rise to the problem of 
privacy in  relation to  transactions and  data and  also to  the problem of 
control in relation to access to information and data. The issue of privacy 
and informatio n acces s concern s no t onl y th e industrialise d countrie s 
where deployment o f the Net has already significantl y diffused , but  also 
to countrie s i n the developin g worl d wher e utilisatio n o f the Interne t i s 
only formativ e i n characte r an d wher e th e ne w informatio n an d 
communications technologie s an d the telecommunications infrastructur e 
are equally a t a low level of development . 

At th e Teleco m Summi t o f 1996 , Faust o Colomb o [Medi  96a ] 
underscored the importance o f the ethical dimension of  the Internet: any 
significant cultural  change  implies  new rules for the  people's behaviour. 
This provokes th e rise o f new problems, but  als o evoke s the need fo r a 
more critica l analysi s o f th e ol d problems : fo r example , talkin g abou t 
social control , there i s the problem o f controlling  o r not  controllin g th e 
users. Ho w far , fo r example , i s the Interne t allowe d t o ente r the users ' 
privacy? Furthermore, the world is characterised by a  plurality of ethics 
and 'it  is difficult to  think of erasing this multiplicity, but we can think of 
finding a  global  ethical  dimension,  that  is  a  collective  concern,  which 
contains the  various  local  ethics  and  which  would  enable  them  to 
survive'. 
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The politica l dimensio n play s a  relevan t rol e a s a  governmen t i s 
necessary, whic h woul d rul e th e econom y o f th e ne w medi a a t a n 
international level . The  problem  of  the  big  organisations  ',  Umbert o 
Colombo explains  [Medi96] , 'such  as,  for instance,  the  United  Nations, 
is the  search  for  the  solutions  to  try  and  reduce  this  huge  difference  of 
welfare among  countries  and  to  face  the  main  problems  for  the 
realisation of  development  in  the  world'. 

In this chapte r we wil l deal , more fro m th e point o f view o f the need fo r 
a lega l framewor k withi n th e contex t o f deploymen t o f th e ne w 
information an d communication s technologies , i n th e pat h t o 
development o f the Interne t i n the Developing Countries , by focusin g i n 
particular o n th e issu e o f th e governanc e o f th e Net , whic h ha s 
implications i n th e Developin g Countrie s i n relatio n t o th e nee d fo r th e 
law abou t privacy . Privac y i n relation t o persona l dat a i s a  civi l righ t o f 
every citizen-use r i n an y nation . I n addition , w e wil l analys e variou s 
projects tha t have been put into practice o r that are stil l in progress i n the 
Developing Countrie s fo r implementatio n wit h th e collaboratio n o f 
industrialised countrie s (e g project s aime d a t buildin g th e 
telecommunications infrastructure) . Finally , we will list the priorities tha t 
have to be considered by the Developing Countries with the co-operation of 
the advanced countrie s fo r the diffusion o f the Internet i n their territory . 

Internet Governance  currently  represents  the  underdeveloped  world'. 
This marke d th e beginnin g o f th e sessio n o f INE T 9 8 [Ine t 98a ] o n th e 
subject o f th e globalisatio n an d th e regulatio n o f th e Net . Durin g th e 
conference hel d in Geneva i n July 1998 , some contrasting opinion s abou t 
the governanc e o f the Net emerged . Kennet h Cukie r o f Communications 
Week states that  'th e governing  power  has  to  be changed and  the  regional 
representatives, mostly  constituted  during  the  regulation  process,  have  to 
be improved. The  information society  needs  Internet  Diplomats  to  support 
it in  a  more  equal  way  than  the  legislative  systems  '.  O n th e contrary , 
according t o Milto n Mulle r 'by  using  Internet  Governance  to  solve  the 
problems, there  is  the  risk  of  creating  a  governance  agenda  against 
internetworking'. Mulle r thinks tha t regulation o f the Net tends to favou r 
the powe r o f th e Governments , whil e th e Interne t Societ y mus t b e 
deregulated. Rober t Sha w o f IT U add s tha t 'self  regulation  is  not 
sufficient for  the  Internet  as  it  needs some  control  and  balance'. 

The proble m o f a  controlle d an d regulate d Ne t i s fundamenta l an d 
concerns al l th e countrie s o f th e world , independentl y fro m thei r 
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economic growth , a s th e diffusio n o f th e Interne t i s progressivel y 
explosive. Furthermore , telecommunication s network s ar e neede d i n 
order t o deplo y th e Internet , thu s encouragin g countrie s worldwid e t o 
consider changin g thei r traditional , ofte n predominantl y monopolisti c 
policies on telecommunications . Bot h i n th e U S an d i n Wester n 
Europe the telecommunications policies have been traditionally based on 
the notion of 'public ' or of 'universa l service ' for the citizens'. For many 
decades ther e hav e bee n som e difference s betwee n th e nationa l 
regulations an d th e internationa l regulation s i n providin g a n equa l an d 
reliable telecommunication s servic e t o al l th e peopl e an d th e socia l 
categories. Thi s ca n b e explained , fo r example , wit h regar d t o th e 
difference betwee n the TV world in Europe and the TV world in the US: 
while in the US broadcastin g i s typically characterised by a free market , 
in Europe, until recently, TV broadcasting was  a public service provided 
by th e State , with a  stron g emphasi s o n political , cultura l an d religiou s 
values [Cui l 98]. 

The communications world has radically changed during the last decade. 
The modern informatio n an d telecommunications technologie s hav e put 
an end to the lack of communications transfers an d have transformed th e 
world into a global village where information i s a necessary and a  critical 
resource. Throug h thes e development s previous , traditiona l 
telecommunications policies have changed, especially in Western Europe, 
where th e notio n o f public  servic e ha s bee n substitute d b y a  policy o f 
competition, innovation and access. 

In th e Developin g Countrie s wit h domestic-oriente d an d import -
substitution strategies , th e policie s fo r th e telecommunication s an d th e 
technology sector s hav e bee n studie d i n relatio n t o thei r nationa l 
priorities. I n th e les s develope d regime s th e communication s service s 
were considered to be a public utility or a luxury entity for the consumers 
and emphasi s o n import-oriente d strategie s o f industrialisatio n mad e 
telecommunications usefu l fo r th e railways , th e roads , th e powe r an d 
other utilitie s i n th e importan t rol e o f a  nationa l infrastructure . Thei r 
specific rol e i n th e progres s an d developmen t o f thes e countrie s wa s 
limited t o th e increas e i n th e distributio n o f service s an d th e 
administrative efficienc y wit h the rise of the production. 

Recent evolution s i n th e worl d o f th e communication s technologie s 
policies have changed the terms of the regulations in these countries. The 
transformation int o th e globa l regim e o f th e ne w informatio n an d 
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Communications technologies worked to seek to change the development 
strategies of the Developing Countries, effecting strateg y transformation s 
from import-substitutio n strategie s t o researc h fo r dynami c an d 
competitive advantage s i n th e globa l economy . Thes e advantage s dea l 
with the ability for creating successful 'comers ' in the marketplace of the 
global villag e throug h th e applicatio n o f th e technologies . Som e bi g 
Developing Countries , suc h a s Brazil , Mexico , Indi a an d China , ar e 
particularly incline d to suppor t the global division o f labour mainly a s a 
result o f thei r hug e an d th e not-ye t saturate d market s an d t o th e hig h 
professional capacitie s o f thei r labou r force . Al l thes e characteristic s 
combine t o attrac t internationa l investment s fo r busines s enterpris e 
development. Also , th e advance d telecommunication s infrastructures , 
together wit h workers ' experienc e an d abilit y t o delive r result s mak e i t 
possible to substitute the low cost of labour and to provide for the lack of 
natural resources ; th e advance d telecommunicatio n infrastructure s 
become th e ke y fo r makin g ingres s int o th e globa l market , a s the y 
represent a resource of competitive advantage . 

In the Developing Countries the regulation of the telecommunications and 
of th e Interne t i s necessaril y a  reactiv e proces s i n response  t o th e 
imperative o f takin g advantag e o f th e globa l evolutio n o f th e 
communication technologies . This i s in contras t t o the conditions i n the 
industrialised countries , wher e regulatio n i s a  pro-active process , base d 
on th e goal s o f th e telecommunication s an d th e ne w informatio n an d 
communications technologie s companie s i n orde r t o catc h u p wit h th e 
global market. Al l this implies that the promotion of the communications 
technologies i s no t routinel y include d i n th e developmen t goal s o f th e 
countries, bu t i s a  respons e t o th e globa l configuration . Accordin g t o 
Manuel Castell s [Dok e 98] global integration through the deployment o f 
the new information an d communications technologies could give rise to 
a wron g an d a n unbalance d evolution , b y providin g som e area s wit h 
extensive emphasi s an d condemnin g th e other s t o sta y insignifican t an d 
underdeveloped. Nevertheless , a  regulation o f th e telecommunications 
and o f the Internet , based  o n th e abilit y o f th e politica l mechanism s t o 
negotiate o n globalisatio n b y grantin g nationa l goal s fo r progres s ca n 
represent the index of success of these countries. 

The rol e o f th e stat e i s fundamenta l fo r th e growt h o f th e Ne t i n th e 
Developing Countries, as its contribution is essential for the support of an 
equal an d balanced developmen t i n these area s o f the world. I n a  report 
by OECD [Oec d 98a] Paul Twomey, President of the National Office  for 
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the Information  Economy  (NOIE ) i n Australia , explain s tha t self -
regulation is the most appropriate way to govern the Internet, and that the 
role of Government shoul d be limited to a  minimum leve l of support on 
some specifi c problem s suc h as , fo r instance , th e provisio n o f equa l 
access and of security on the Net. Self-regulatio n i s praised a s it makes 
it possible to be more flexible in meeting the users' demand and because 
it is more successful owin g to the existence of qualified knowledge about 
the sector . 

The creation of an 'international industry ' with a governing base has been 
suggested t o solv e problem s arisin g becaus e o f th e globa l spiri t o f th e 
Internet. Th e mai n missio n o f ever y organisatio n woul d b e develo p a 
simple regulatio n structure , whic h coul d protec t user s agains t anti -
competitive actions and could guarantee an open and equal competition in 
the global market of the Net. The organisations would be responsible fo r 
any illegitimat e conten t ignorin g o r disturbin g it s members ' concerns . 
These direction s clearl y sugges t tha t Governmen t shoul d b e implie d i n 
creating th e variou s organisin g group s an d eve n tha t it s rol e shoul d b e 
limited to some relevant matters such as, for instance , the election of the 
members, the legal structure and the distribution of the various functions ; 
but at the same time the Government is not allowed to make any operating 
laws or any procedures fo r the organisations. 

In th e sam e surve y referre d t o above , Tor u Takahashi , Presiden t o f th e 
Internet Association of  Japan and the Executive Council  of APNIC, state d 
that self-regulatio n i s a n appropriat e structur e o f governanc e fo r th e 
Internet, as the interactive community has always been self-managed eve r 
since the beginning of the Internet; while the role of the Government must 
be the promoting o f this kind of structure and it can take part only in the 
legislative matters about eCommerce and ownership rights. 

The mai n proble m i s t o promot e thi s self-regulatio n i n all  th e 
organisations, whic h ar e a t th e bas e o f this  globa l Net . A n exampl e i s 
provided by the constitution of the new Internet Corporation  for Assigned 
Names and Numbers Authority (ICANN), in which self-regulation leve l is 
still insufficien t an d an d henc e th e structur e an d th e procedure s woul d 
have to be redefined . 
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7.2 Censorshi p of the Internet in the Developing 
Countries 

The Interne t i s a  powerfu l mediu m fo r th e promotio n o f freedom . 
According t o th e Economis t Pedr o Schwartz , teache r o f Histor y o f th e 
Economic Doctrine s a t th e Universit y o f Madri d an d Presiden t o f 
Fundesco (the Foundation for the Spanish Telephone Service ) [Car d 98], 
the network o f nets is , in Friedrich vo n Hayek' s words , 'a  spontaneous 
order that  will  increase  individual  autonomy  and  political freedom. So, 
the Internet is a rising, not planned order,  with  a spontaneous diffusion of 
the institutional  laws  and  no  central  authority,  where  knowledge  is 
distributed and applications can be pre-determined' . 

The ne w informatio n technologie s increas e bot h individua l an d publi c 
freedom, bu t how fa r ca n we express ou r opinions o n the Net? I n many 
Developing Countrie s Government s hav e create d competen t authorities , 
which censo r article s publishe d b y th e loca l o r internationa l We b 
magazines, banners fo r th e advertisemen t o f products, activitie s o r Web 
sites. How far can such situations be accepted, sometime s i n the face o f 
the violation of human rights? 

A We b newspape r edito r i n Cameroo n publishe d a n articl e abou t a n 
African Presiden t an d was sentenced t o two years in prison [Znd e 98b]. 
In Chin a a n informatic s engineer , Li n Hai , was  arreste d 25t h o f Marc h 
1998 fo r sendin g 30,00 0 e-mai l addresse s t o VI P References , a  pro -
democracy Interne t newslette r distributin g report s o n dissidents ' 
activities, on human rights and other information to nearly 250,000 e-mail 
addresses in the whole country. He was jailed for two years. A physician, 
Wang Youcai , i n Decembe r 1998 , was  sentence d t o eleve n year s o f 
imprisonment for being the leader of a pro-democracy protest in 1989, for 
organising a  pacifi c oppositio n calle d Chin a Democrati c Part y an d fo r 
sending e-mail messages to some dissidents in the USA [Dfn 99] . Nearly 
1 millio n Chines e hav e acces s t o th e Internet . Th e Governmen t 
encourages connectio n th e Ne t t o promote nationa l progress , bu t a t th e 
same tim e seek s t o contro l th e us e o f th e Internet , especiall y a s fa r a s 
political proposals are concerned. 

The Middle East Times  has never obtained the licence to be published in 
Egypt and the Egyptian laws allow the Minister for Information t o censor 
any newspaper that is published outside Egypt before being allowed entry 
into th e country . Thi s happen s eve n fo r th e We b page s o f thes e 
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newspapers, whic h lik e The  Middle East  Times,  publish new s comin g 
from all over the world. The competent authority for censorship checks all 
the informatio n befor e distributio n i n the traditiona l wa y o r through th e 
Net. If any censor does not like any articles, paragraphs o r sentences are 
censored, th e newspape r ha s t o eras e the m an d t o substitut e the m wit h 
blank space . Furthermore, the editor cannot use this space to explain the 
reason for the censorship. 

The main reasons for censoring the news are generally the following : 

• Report s on violation on human rights; 
• Criticis m on the President or on his family ; 
• Criticis m on the army; 
• Underscorin g violences suffered b y the Egyptians in the 

Arab states, especially in Saudi Arabia; 
• A  modern and not orthodox interpretation o f Islam; and 
• Report s on discriminations agains t the Coptic Christians. 

Such censorship , however , i s ver y arbitrar y a s thes e sam e piece s o f 
information ar e sometimes authorised, while at other times censored [Df n 
97a]. 

Lutfi Abde l Kaber , Chie f o f the Censorin g Authority, i n an interview o f 
The Middle  East  Times,  declare d tha t censorshi p i n Egyp t ha s bee n 
abolished afte r a  decision take n b y Presiden t Sada t i n 1974 . Ever sinc e 
that date the task of the authority had been simply to check what is written 
about the Egyptian situation [Df n 97b] . This statement is in contrast with 
reality: 1 1 Amendments of Censorship were declared in 1992 , when Law 
#38 substituted the previous Law #430 of 195 5 [Dfn 97c]: 

• Representin g the spreading of atheism, denying religious 
opinions and encouraging superstition ; 

• Representin g the Prophet Mohammed and all the prophets 
directly or symbolically ; 

• Showin g naked parts of the body in ways contradicting folklor e 
and the traditions of society; also, actors' dresses must not be at 
variance with the Egyptian and the traditions of societ y and must 
not let the body be shown to embarrass the audience; 

• Filmin g sexua l acts or any gestures or words suggesting these 
acts; 

• Filmin g any dance stimulating the senses; 
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• Representin g alcohol dependenc e or drug administrations and 
lotteries or games as a source of income; 

• Filmin g deaths, tortures or violent deeds; 
• Representin g suicid e as a solution for human problems; 
• Jokin g about national events or symbols; 
• Representin g i n unacceptable ways any foreign countr y or 

population having good relationships with Egypt; 
• Representin g socia l problems in a way that could 

create despair or division among social classes, ignite ethnic wars 
or compromise unity of the country. 

The punishment for those people who violate any point of Article XIX has 
increased fro m a  minimum o f one month and a maximum o f six months 
of imprisonmen t t o a  minimu m o f tw o years , whil e th e fines  hav e 
increased fro m a  minimu m o f E£20 0 an d a  maximu m o f E£50 0 t o a 
minimum of E£5000 and a maximum of E£10,000. 

The freedom o f speech, both through traditiona l means and the Internet , 
is i n dange r no t onl y i n Egypt but  als o i n othe r countrie s o f the world . 
Saudi Arabia, fo r instance , i s poised to introduce it s own version o f an 
information network with no objectionable material . The Chief Executive 
of Kin g Abdel-Azi z Cit y fo r Scienc e an d Technolog y (KACST ) ha s 
recently explaine d tha t a  stud y ha s bee n mad e abou t ho w t o sto p an y 
objectionable materia l agains t th e religiou s an d mora l values  o f th e 
nation, before i t can ente r the country through th e Internet . The interne t 
was introduced i n the country but the declaration did not tell which kind 
of materia l woul d b e censored . I t ha s t o b e noted , however , tha t i n a 
country where there are Islamic Sharia Laws, rigid control and censorship 
of publications befor e bein g authorise d fo r distributio n i n the country i s 
an imperative [Znde 98c]. This kind of Internet usage will not certainly be 
so much open as, according to a manager of one of the ISP companies the 
country; the mechanism o f connection t o the global network i s peculiar : 
in order to have access to the Net al l providers will have to connect their 
own computer s t o a  centra l megacomputer , situate d i n th e capital . Th e 
national networ k wil l pas s throug h a  firewall  abl e t o preven t acces s t o 
those sites that seem to be objectionable to Saudi Government, which has 
a conservative Islamic tradition [De a 98i]. 

The futur e o f th e Interne t ha s bee n recentl y considere d b y th e oldes t 
counsellor, Ayatolla h Ali Kamenei of Iran. At the moment access to the 
Net i s just fo r governmen t organisation s and , wit h specia l permission , 
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such organisations a s the Journalists ' Association. All other users canno t 
connect to the Net because of the low capacity o f the telephone lines . At 
the time of writing during late 199 9 through early 2000, the Government 
was considering to change the situation and to supply the service also for 
domestic application s with , however , particula r precaution s i n orde r t o 
prevent an y possibl e debilitatin g effect . Unti l 199 5 Iranian s hav e bee n 
provided wit h emai l servic e throug h Ned a Rayaneh , a  partne r o f th e 
municipal compan y o f Tehera n an d throug h som e privat e companies . 
Now i t is possible to have access to the local Webs which can be used to 
search databases , t o rea d newspaper s o r t o exchang e information . Th e 
authorities, however, see k to control the Net i n order to encourage users 
not to use bad language or spread negative political messages. These local 
networks are allowed to supply only texts and no graphics [Nu a 98k]. 

As fa r a s Asi a i s concerned , i t i s sufficien t t o kno w it s historica l an d 
political evolutio n i n orde r t o understan d tha t i n China , Mongolia , 
Korea, Laos , Vietnam , Thailan d an d Malaysi a censorshi p i s 
predominant; o r rather, here the behaviour towards the Net is completely 
different fro m the Western mode of behavioral scop e on the Net. 

In Malaysia the Prime Minister has warned the young people against 'the 
dangerous consequences of the amoral technologies' . and has imposed on 
the cybercafé s t o pa y a  deposi t o f U S $5,10 0 t o guarante e th e tota l 
absence o f politically an d culturally incorrec t materia l i n their sites . If a 
pornographic site is found to be operating in their websites, the Authority 
would confiscate th e deposit [Wire d 99]. 

In China the Government wants to control al l citizens using the Net and 
so ha s impose d o n al l users , bot h individual s havin g thei r ow n hom e 
pages an d businessme n exploitin g th e Ne t t o communicat e wit h th e 
world, t o registe r wit h th e polic e authorit y [Neog96] . This pose s som e 
difficulties becaus e Interne t user s ar e perfectl y awar e tha t ther e i s n o 
precise an d sur e wa y t o kee p orde r o n th e Net , a s anyon e havin g a 
computer o r a  mode m ca n sen d hi s ow n message s anywhere . 
Furthermore, w e hav e t o conside r tha t th e Interne t i s a  technolog y 
enabling anyone , in China i n this case , to communicat e wit h the res t o f 
the world i n a free wa y and without restrictions , and this fac t i s a worry 
to the authorities. Even servers of the Ministry of Information canno t stop 
all the news. Most of the citizens can, in fact, find in American, Japanese 
and Australian Web sites, the Chinese newspapers not collaborating with, 
the oligarchic power of Peking. 
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In Vietnam a special committee met in Ho Chi Minh City to consider the 
possibility o f imposin g restriction s o n th e us e o f th e Net . Th e sam e 
committee would be empowered to check that the main rules decided by 
the Governmen t abou t the Interne t ar e respected, whil e the Ministry fo r 
Culture, i n collaboratio n wit h th e Police , woul d preven t indecorou s 
material entering the country through the Internet. In 1996 a new Web site 
was launche d agains t thi s violatio n o f huma n rights , wit h th e goa l o f 
fighting th e repression o f the freedom o f speech by publishing censore d 
or prohibite d documents . Digital  Freedom  Network  (DFN)  i s a n 
international non-partisa n partnershi p organisatio n workin g wit h som e 
associations, suc h a s th e Committe e fo r th e Protectio n o f Journalists , 
Focus o n Justice , Inde x o n Censorship , Journalist s withou t Frontiers , 
Cubanet, an d th e Networ k fo r th e Defenc e o f Independen t Medi a i n 
Africa, an d seek s t o promot e huma n right s an d freedo m o f expression . 
The Director of the site, Bobson Wong, explains that the main rule for the 
organisation is that 'the  freedom of  speech of an individual can be limited 
only when it is dangerous for the  rights of other people' [Wire d 98]. The 
organisation ha s recentl y launche d a  campaig n fo r th e releas e o f fou r 
dissidents, members of an association for the human rights in Cuba, called 
Internal Dissidence  Working  Group.  Th e member s wer e however , 
subsequently arreste d afte r thei r publicatio n o f a n articl e entitle d The 
Homeland Belongs to Us All'; i t was about the violations of human rights, 
the corruptio n o f th e Cuba n governmen t an d i t demande d a n economi c 
improvement fo r the Communis t countries . DFN has provided delegate s 
dealing wit h huma n rights , through thei r ow n Web sites , with a  limite d 
number o f fre e Internet-base d phon e calls . I n thi s wa y th e users  ar e 
encouraged t o us e thei r ow n resource s t o suppor t th e releas e o f thes e 
dissidents. 'This  is  a  way  for people  to  use  the  Internet  to  make  a 
difference in the world', President Wong declared. 

The site of DFN contains also works by some lawyers about human rights 
of 1 7 countries and many letters by political prisoners [Znd e 98d]. 

There is , however, a  kind of censorship on the Net that can be accepted , 
as i t derive s fro m a  morally correc t reason : th e nannyware , tha t i s the 
censorship of the Internet for the  children s sake in order to prevent them 
watching pornographic  or  violent  images.  I n fact , som e countrie s ar e 
considering to introduce server s to filter the images and prevent childre n 
entering thos e site s tha t ar e onl y fo r adults . An exampl e i s provided b y 
Singapore, where the local ISPs were invited by the Government to offe r 
a server-leve l filterin g amon g their service s by the end of 1998 , in order 
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to kee p childre n ou t o f on-lin e pornographi c images . Th e countr y ha s 
enacted sever e law s agains t pornography , movies , an d book s o n th e 
Internet. The Authority for Communications has already forbidden nearl y 
100 Web sites promoting pornography, violence or the religious and racial 
discrimination fro m operatin g [Wire d 99]. 

In Vientiane, Laos, the first  provider i n the country o f the Northern par t 
of the Asiatic Sia m began it s activit y i n abou t earl y 2000 . This countr y 
borders Vietna m an d share s wit h i t the fea r fo r th e Interne t an d fo r th e 
political contents i t can offer t o its citizens. For this reason Globenet,  the 
first ISP in Laos, provides access to the Net together with the deployment 
of filters,  through whic h Governmen t hope s t o censo r th e Interne t [De a 
98e]. 

In orde r t o solv e the Interne t Governanc e proble m th e World  Wide Web 
Consortium decide d t o instal l a  ne w Platform  for  Internet  Content 
Selection (PICS ) [W3o r 99] . Th e PIC S platfor m i s on e o f th e severa l 
means used to filter on-line material. At the beginning it was conceived to 
help parents and teachers control access to the Internet by children, but it 
is no w als o use d i n th e firms,  s o tha t th e employee s canno t visi t 
inappropriate Web sites while working and also by some Governments in 
order to control the entry of material that is deemed to be illegal in their 
own countries. 

The PIC S platfor m ha s bee n studie d no t onl y t o preven t th e younges t 
users havin g acces s t o inappropriat e information , bu t als o to inform th e 
individuals about the level of security, both from the point of view of the 
protection of information an d of the software code s granted by the sites. 

A coalition o f groups fighting Interne t censorship has recently aske d the 
WWW Consortiu m no t to approv e th e bills tha t have been adde d to the 
platform, as they would make this system too much restrictive, because of 
the difficult y o f creatin g a  rating syste m tha t woul d b e adequat e t o th e 
flexible and diverse nature of the Net. The associations think that the new 
characteristics woul d ris k makin g n o distinction s amon g th e forbidde n 
sites, by making the access to information an d the communication mor e 
difficult [ID G 98b]. 

7.3 Th e Law about Privacy 

'It is  time  to  have  clear  rules  in  the  Internet.  No  more  juridical 
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compromises or  solutions  provided  by  self-regulation,  but  a  series  of 
precise laws,  which can give impulse  to  the activities of  the Net'. Thes e 
are, in a few words, the conclusions drawn from the meeting Internet  and 
Privacy. Which  Rules?' [Min a 98] , organised i n Rome May 199 8 by the 
Authority fo r the Protection o f Personal Data . The protection o f privacy 
on the Net i s fundamental , a s i t show s i n many occasions : when a  user 
hides behin d anonymit y b y takin g differen t identitie s i n orde r t o hav e 
access to some kinds of sites and when there is the risk of being controlled 
by specia l softwar e conceive d t o stud y th e user' s concerns . Trace s lef t 
behind by individua l users  in cyberspace ca n easily be stored in various 
data banks, capturing th e habits and the curiosities , which ca n be put to 
use for commercia l aims . The Net must thus have some rules respectin g 
the Net user's private life, by providing anonymity,  privacy, the  possibility 
of expressing  ones  own  opinions  without  being  controlled,  or  the 
possibility of  buying without being overwhelmed by the advertisements. 

The risk s fo r th e unsuspectin g electroni c citize n o n th e Ne t hav e bee n 
described by Yves Poulet of the University o f Namur [min a 98], and can 
be categorised into two categories: 

• Eviden t risks: risks associated with the global dimension of 
Internet or with the availability o f personal informatio n 
communicated to several and various individuals on line; 

• Invisibl e risks: risk s relating to cookies, which are the 
programmes sen t to the browser habitually used by the user, and 
may result in spamming of the unsuspecting user . 

A recen t surve y i n th e U S b y th e Graphic  Visualization  and Usability 
Center of the Georgia  Institute of  Technology  in Atlanta has found that , 
for the first time, users of the Net would willingly renounce some freedom 
of speech for more  privacy about  personal data.  I n fact , 39 % o f thos e 
interviewed agree d with this statement , while 33% said they agreed with 
enacting law s abou t th e privac y o f informatio n an d onl y 7 % sai d the y 
were agains t initiative s limitin g th e freedo m o f speec h o n th e Interne t 
[IDG 98b]. 

On the Web there are organisations that deal with solving the problem of 
privacy fo r Interne t users . On e o f thes e i s Privacy  International  (PI), 
which has been operating since 1990 ; it is in the United Kingdom, but it 
has a n offic e als o i n Washingto n [Pri v 99] . P I ha s promote d som e 
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campaigns in Europe, Asia, and Northern America to fight the violations 
of privacy suc h as, for instance , those practised i n relation to telephony, 
the deploymen t o f persona l dat a i n I D cards , contro l b y video , th e 
gathering of personal data , and the information system s of the police and 
doctors. I n PI' s hom e pag e yo u ca n rea d th e lates t new s abou t 
advancements i n privac y i n variou s countries . Talkin g abou t th e 
Developing Countries we have seen that severa l Governments ar e acting 
really cautiously, while others are faster in taking decisions on the subject. 
An example is provided by South Korea, where the Government passed, 
in Decembe r 1999 , th e la w o n wire-tapping  an d als o o n intercepting 
through email.  Th e ne w la w limit s interceptin g an d establishe s 
punishments fo r illega l interceptio n o f persona l communication , b y 
individuals o r organisations utility . 

A scandal for wire-tapping and interceptions even through Internet broke 
in Brazil , wher e man y authorities , suc h a s th e Ministe r fo r 
Communications, th e Presiden t o f the Brasilian Development  Bank,  th e 
Chief o f th e Foreig n Trad e Council , an d th e internationa l busines s 
director of Banco do Brasil gave their resignations after the publishing of 
alleged interception s showin g interferenc e o f th e Governmen t wit h th e 
privatisation of the telecommunications. 

Another initiativ e reporte d i n th e P I sit e i s th e Global  Internet Liberty 
Campaign, in which a report, written by PI and the Open Society Institute, 
entitled 'Privacy  and Human Rights'  [Gil c 98] provides a  useful expose 
linking privacy an d human rights . Privacy i s a fundamental huma n righ t 
stated b y th e United  Nations  Declaration  of  Human  Rights,  b y th e 
International Covenant  on Civil and Political Human Rights and by other 
national and international treaties;  the main aim of the report is to make 
the authoritie s an d th e reader s thin k abou t th e grea t an d growin g 
importance an d about the diversity an d the complexity o f this right. The 
report provides some details about the situation of privacy in 15 countries 
worldwide; i t underline s th e constitutiona l an d lega l condition s o f th e 
protection of privacy and explains the most relevant problems and events 
concerning thi s matter . Mos t o f the countrie s worldwid e stat e explicitl y 
the right of privacy in their constitutions. Such statements include at least 
the right of the inviolability of one's house and of the secrecy of personal 
communications. Som e recen t constitutions , suc h a s th e South  African 
constitution o r the Hungarian, includ e specifi c right s fo r acces s an d the 
control ove r persona l informatio n throug h th e ne w informatio n an d 
telecommunications technologies , including the Internet . 
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In othe r countrie s wher e privac y i s no t explicitl y recognise d i n th e 
constitution, a s i n th e USA , i n Irelan d an d i n India , th e courts  have 
formulated this  right somewhere else.  In many countrie s due cognisanc e 
is give n t o internationa l covenant s recognisin g thi s right , suc h as , fo r 
instance, the International Covenant  on Civil  and Political Rights or  the 
European Convention on Human Rights, which have both been approved 
as laws. 

There ar e thre e mai n reason s encouragin g Government s o f nation s t o 
adopt a clear law about privacy an d the protection o f personal data : 

• T o remedy the injustices of the past: several countries , 
especially i n Central Europe, in South America and in Southern 
Africa, hav e adopted some laws to remedy the violations of 
privacy that had occurred under previous dictatoria l 
regimes; 

• Promot e eCommerce: many nations, especially in Asia, but 
also in North America, have developed or are now developing 
some laws aiming at the promotion of eCommerce. These regions 
recognise that consumers are worried about the fact their personal 
information ca n circulate unauthorised an d unprotected 
worldwide. The laws about privacy have been introduced as a part 
of series of laws with the aim of making eCommerce easie r 
through the application of uniform laws ; 

• Ensur e that National laws are coherent with International and 
other Laws such as the Pan-European Laws:  severa l countrie s 
in Central and Eastern Europe have adopted new laws based on 
the Council  of Europe Convention  and the European Union  Data 
Protection Directive. Many of these countries hope to become 
members of the the European Union in the near future. Othe r 
countries, such as Canada, are introducing new laws in order to 
ensure that commerce is not jeopadised by the requirements of the 
European directive . 

The whol e repor t Privacy  and  Human  Rights  i s availabl e i n th e sit e 
http://www.gilc.org/privacy wher e the origina l tex t o f the sessio n o f the 
report b y P I dealin g wit h th e law s abou t privac y i n th e Developin g 
Countries ca n b e found . Th e mai n improvement s o f th e law s abou t 
privacy a s a  huma n righ t i n Argentina , Brazil , Chile , Sout h Korea , 
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Hong Kong, India and Israel are explained in English. 

On th e Ne t there  i s a  relate d association , fo r promotin g ' electronic 
democracy' tha t is, the creation of infrastructures an d of connected rules, 
which respec t th e firs t Amendment o f the American constitutio n fo r th e 
USA and the creation of other laws about privacy al l over the world. The 
Electronic Frontie r Foundation (EFF ) was  founded i n July 199 0 with 
the purpose o f seeking to guarantee tha t with the emergence o f the new 
information an d communications technologie s th e principles of  freedom 
of speech and of information exchange are really respected [effo 99] . 

The aim s o f th e Electroni c Frontie r Organisatio n (EFF ) includ e th e 
promotion of the following : 

• Law s protecting citizens ' rights while using the new informatio n 
and communications technologies ; 

• Share d laws for al l network providers assuring total freedom o f 
speech without discrimination ; 

• A  national public system where voice, data, and video services can 
be afforded b y all citizens without distinction; and 

• A  varied and diverse community enabling everybody to express 
his/her own opinions in the new global society of information . 

EFF als o provide s lega l assistanc e wheneve r electroni c communicatio n 
freedom o f any user is violated. It also offers a n on-line consulting service 
for those people having som e questions abou t thei r own communicatio n 
rights; EF F produces , gather s an d distribute s text s an d informatio n 
dealing wit h interactiv e communicatio n freedo m an d wit h th e 
development o f electroni c communities . Finally , i t talk s wit h th e 
legislators, th e lega l association s an d th e universitie s abou t th e 
communication freedo m an d rights . EFF has recently sprea d worldwid e 
through som e independen t institution s an d association s workin g i n 
several countries for the attainment of same or similar goals. 

7.4 Government s an d the Telecommunication s 

An adequate regulation fo r th e development o f telecommunications i n a 
country i s essentia l a s a n enable r fo r th e promotio n o f th e country' s 
economy. I n th e industrialise d countrie s a  revolutio n ha s actuall y 
occurred i n th e telecommunication s sector : th e applicatio n o f th e 
innovations o f th e electroni c an d informatio n industr y t o th e fiel d o f 
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telecommunications ha s made i t possible fo r the rapid rise and diffusio n 
of th e telecommunicatio n networks . Consequently , Government s o f th e 
various countrie s hav e variously se t to reconsider thei r ow n policies o n 
telecommunications wit h th e vie w to , amon g others , liberalisin g th e 
market i n orde r t o enabl e privat e companie s t o provide customer s wit h 
compettitive and personalised services . 

In the Developing Countries the Governments have only recently realised 
the incentive s tha t th e telecommunications  secto r ca n mak e t o th e 
progress o f th e countries ; fo r thi s reason , stat e monopol y i s slowl y 
disappearing in favour of the liberalisation of the sector, which will imply 
an increase i n the diffusion o f the Net i n the countries . Til l recently th e 
telecommunications utilit y ha s bee n controlle d b y th e Stat e provider , 
which was often no t able to provide a reliable service . 

The India n Prim e Ministe r Ata l Behar i Vajpaye e declare d tha t th e 
Government i s goin g t o forge t th e proble m o f th e licence s fo r th e 
telephone service and to launch a campaign for the installation of cables in 
the country . H e explained , i n particular , tha t 'the  problems  of  the 
telecommunications sector  cannot  be  solved  through  the  existing 
dangerous regulation  of  the  licences,  which  is  based  on  the  State 
monopoly. So, we will have to adopt immediately  some radical  solutions 
and to increase the growth of the sector'. The Indian Prime Minister holds 
the suggestio n tha t th e collaboratio n amon g cabl e TV , Internet , 
broadcasting industries and the telephone service is a key-element, which 
the Executiv e wa s considering . On e o f th e mos t relevan t problem s fo r 
India are the perspectives of the companies that invested a lot of money in 
the telecommunications sector : these firms are penalised inside the market 
by the existing regulations. Although the Indian Government declared the 
end of the State monopoly of the telecommunications i n 1994 , ever since 
that date the operating system of licences has somewhat progressed for the 
better, albeit not significantly especiall y because the private initiative has 
not bee n sufficientl y promoted , an d that , i n th e main , th e privat e 
companies have rented the communication infrastructures [De a 98 f]. 

In Saudi Arabia, in November 1998 , a list of companies were given the 
permission by the Government to supply Internet services in the country. 
This represents a crucial turning point for this nation which, till then, had 
been not been in favour of the diffusion o f the internet because of matters 
of cultural incompatibility. The authorities are said to have authorised 40 
different companie s t o joi n th e Stat e company , th e Saud i 
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Telecommunications Company , th e onl y provide r [De a 98i ] i n th e 
competitive initiative to provide Internet service. 

In Egyp t th e Governemen t ha s realise d th e disadvantage s tha t ca n b e 
taken b y a  low and/o r slo w developmen t o f the interne t sinc e 199 5 the 
number of Internet Service providers has increased to 30, by enabling the 
provision o f nearl y 40,00 0 user s wit h acces s t o th e Internet . Th e loca l 
ISPs nee d mor e telephon e line s an d a n improve d bette r quality , s o th e 
authorities ar e considering som e possible solution s sus h as, for instance , 
the deployment of satellites for the communications [Nu a 981]. 

After focusin g o n th e grea t importanc e o f telecommunication s a t th e 
Summit of the Americas, held in Santiago, Chile, in April 1998 [Usia 98], 
34 leaders approved the launch of the negotiations to create a Free Trade 
Area of  the  Americas (FTAA) , a n activ e marke t o f 80 0 millio n people , 
spanning Alask a t o Argentina . On e o f th e mai n point s o f th e FTA A 
negotiations was concerned with the need fo r supportin g growt h throug h 
the new information an d communications technologies. The initiatives are 
encouraging th e privat e secto r t o develo p a  globa l communication s 
infrastructure, whic h woul d mak e i t possibl e t o us e th e Interne t i n al l 
sectors of everyday life and in the social, economic, political and medical 
areas. The leaders undertook to keep the following promises : 

• Th e first importan t step made in collaboration with the private 
sector, the Inter-American Development  Bank and the World 
Bank, deals with the use of the site http://www.Americas-edu.or g 
to increase distance learning and to provide peoples of the 
Americas with education services ; 

• Reinforcin g th e abilities of the countries to take advantage of the 
basic knowledge of the global economy by promoting, even 
through other actions, telecommunications a s a central point of 
the national and regional integration ; 

• Workin g with the private sector for the rapid diffusion o f 
telecommunication network s and adopting strategies to make it 
possible for everyone to have access to basic telephone services ; 

• Workin g with the private sector to develop applications fo r 
electronic networks that would support education, health, 
agriculture and eCommerce while taking into 
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consideration the differences o f language and the social and 
economic factors . 

On 9 and 1 0 June, 199 8 OCSE and Osaka University , and the Schoo l of 
International Publi c Policy (OSIPP ) organised , a  workshop entitle d The 
Internet: Convergence  and  Self-governance' . A  tota l o f 7 0 amon g th e 
most influencia i authoritie s o f business , th e academi a an d th e politica l 
world too k part . Th e mai n goa l o f th e workshop  wa s t o focu s o n th e 
problems o f th e developin g economie s i n relatio n t o th e ne w Interne t 
services and the impact of the Net on the legislative structures . 

The report o f the workshop provide s a  synthesis o f the various session s 
and the main points developed during the debate. Robert Μ Pepper, Chief 
of th e Offic e o f Plan s an d Polic y o f th e Federa l Communication s 
Commission (FCC) , explaine d th e explosiv e ris e o f th e Interne t an d 
analysed th e mai n issue s concernin g regulatio n promotin g a  substantia l 
diffusion o f eCommerc e worldwide . H e remarke d tha t man y o f th e 
problems connecte d wit h the telecommunications infrastructur e aros e in 
most o f th e countries , a s a  resul t th e stron g an d growin g deman d fo r 
bandwidth t o suppor t heavy traffi c an d reduce the times o f response fo r 
the users. Pepper underlined th e fundamental importanc e o f competitio n 
in answerin g th e deman d fo r bandwidth , includin g th e competitio n 
between the various ISPs and the network technologies. Pepper suggested 
the following leading principles for the regulation policies for the purpose 
of increasing the diffusion o f eCommerce: 

• Promotin g competition ; 
• Isolatin g services from regulation ; 
• Givin g incentives for technological innovations ; 
• Reconsiderin g socia l welfare throug h consumers ' protection and 

supply of reliable access; and 
• Encouragin g industria l co-operation . 

Professor Shoichiro Asano of the National Center for Science  Information 
System (NACSIS ) ha s underlined th e importance o f the developmen t o f 
the Internet market, which is becoming more and more oligopolistic, with 
big ISP s progressivel y increasin g mor e an d mor e o f thei r ow n shares . 
Professor Shoichir o Asan o ha s suggeste d th e followin g principle s fo r 
Governments: 

• Promotin g the evolution of Internet technologies; 
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• Promotin g a  competitive mechanism of Intenet access costs; 
• Providin g a  self-regulation structure ; 
• Promotin g eCommerce in order to encourage implementation o f 

bidirectional transactions . 

On th e subjec t o f ISP s an d th e regulatio n o f telecommunications , Le e 
Jong-Soon, Chief Executive Manager of Asia-Pacific Telecommunity , has 
suggested that 'in  order to support the  growth of the Internet the tensions 
in the  market  between  the  Process  Technologies  Organisations  (PTOs ) 
and the  ISPs must  be  removed'. 'This  cannot  be  reached by introducing 
new rules', add s Eric Lee of the Commercial  Internet Exchange  (CIX) , a 
world associatio n o f ISPs , 'as  the  number  of  providers could  decrease 
aftera substantial increase  due to the liberalization of the market in many 
countries'. H e suggest s tha t th e ideal  regulation  structure  for the  ISPs 
should include  some  principles  of  open  competition,  open  and  equal 
access and, above all, a minimum regulation by the Government. 

The actua l tensio n betwee n th e PTO s an d th e ISP s i s due , according t o 
Jim Dixon , Presiden t o f EuroISPA , a  confederatio n o f Europea n trad e 
associations made of nearly 500 ISPs, to two factors : 

• Th e anti-competitive methods , which give obstacles an open 
market; and 

• Th e inefficiencies i n the international system of Internet access 
costs. 

The hig h acces s cost s o f telecommunication s amon g th e Europea n 
countries, lik e i n man y othe r nations , suc h a s i n Asia , ar e a n obviou s 
consequence of the fact that Internet traffic ISP s in these countries has to 
pass throug h th e US A rathe r tha n directl y throug h th e intervenin g 
countries. Thi s implie s th e transfe r o f hug e amount s o f mone y t o th e 
telecommunications companie s o f Nort h America , whic h impact s 
negatively on the speed of development of the Internet 'industry ' in these 
nations. 

In th e region s o f th e Asia/Pacifi c th e variou s regulation s an d th e 
implications fo r busines s turnin g aroun d Interne t traffi c exchang e ar e 
explained b y Yoshikaz u Ikeda , Directo r o f th e Multimedi a Departmen t 
and President of the Japan Internet Exchange Co Ltd . (JPIX). He explains 
that fo r quit e sometim e th e Interne t ha s bee n i n th e countrie s o f 
Asia/Pacific throug h a n American Centra l Network , wher e al l th e mai n 
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elements, suc h a s th e flux  o f traffic , and , th e registratio n o f domai n 
names, are concentrated. Thi s concentration o f traffic provoke s the need 
for relevan t alteration s i n both the type o f network an d i n the nature o f 
traffic exchange;  i t als o give s ris e t o th e nee d fo r consideratio n o f 
significant issue s abou t the validity o f the asymmetrica l interconnectio n 
bonds, where the total cost of the network is totally paid by the ISPs that 
are no t American . Th e localisatio n o f Interne t traffi c exchang e b y 
developing regional backbones in Asia/Pacific a s well as national Internet 
exchange points has been suggested as a possible solution for addressin g 
the problem. Ikeda's Department has already provided the Asian regions 
with backbone linkages , while JPIX has built an Internet exchange point 
in Japan . Th e proportio n o f traffi c betwee n th e American ISP s an d th e 
Asian ISP s ha s decrease d fro m 1: 4 i n 199 6 t o 1: 3 i n 1997 . Thi s i s 
expected t o impl y a  mor e equitabl e shar e i n Interne t traffi c betwee n 
American and Asian ISPs. Some benefits ar e likely to accrue from direc t 
traffic comin g ,  for instance , from the applications of the eCommerce. 

Roger Hicks , Director an d Vice-President o f the Asia & Pacific Interne t 
Association, explain s tha t whil e studyin g th e possibl e futur e 
developments o f nationa l an d internationa l traffi c o n th e Ne t th e mai n 
points that have to be considered shoul d include the following : 

• Traffi c exchang e projects d o not have to limit the future service s 
of the ISPs; 

• Benefit s mus t be gained by both parties without arbitrar y 
agreements and complex invoicing ; 

• Unequa l and anti-competitive behaviour must be avoided i n 
order to warrant transparency and to promote open and 
flexible solutions. 

7.5 Internationa l Developmen t Project s 

Many initiative s abou t th e informatio n societ y hav e bee n suggeste d b y 
international organisation s an d groupings , suc h a s th e IT U an d th e 
OECD, an d b y th e industrialise d countries , suc h a s th e USA , Japan , 
Canada an d the G8 or by the European Union . All these initiatives hav e 
shown tha t th e telecommunications  secto r i s no t onl y a  dynami c an d 
unique sector , but also an important key of the new global society. These 
international organisations and groupings did not begin to pay attention to 
the matter of development o f the Internet and of the telecommunications 
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infrastructure i n the Developing Countrie s a s a consequence o f the great 
rise o f th e Informatio n Technolog y marke t an d o f th e Interne t i n th e 
industrialised countries . In December 198 4 the ITU published the repor t 
of the Maitland Committe e entitle d The  Missing  Link',  whic h attracte d 
the attentio n o f Governments , o f th e institutiona l operator s an d o f th e 
international agencie s t o th e proble m o f th e ga p i n th e 
telecommunications secto r (infrastructure ) betwee n th e Nort h an d th e 
South [Isp o 98] . I t ha s observed , fo r example , tha t ther e ar e mor e 
telephone lines in Tokyo than in the whole of the African continent ! The 
report underscored th e importance o f telecommunications i n the process 
of economic and social progress. Above all, the report recommended that 
from 198 4 onwards the development programmes o f any country shoul d 
take int o accoun t a  complet e an d adequat e rol e o f th e 
telecommunications. 

The publication of the Maitland Report gave rise to an increasing number 
of internationa l action s fo r th e developmen t o f th e telecommunications 
sector. Thi s le d t o th e Worl d Conferenc e o n Telecommunication s 
organised b y the IT U i n Buenos Aires fro m 2 1 to 29 March, 1994 . The 
conference analyse d th e progress o f the secto r an d underscored tha t th e 
inequities of the 1980 s had not disappeared, inspit e of various initiative s 
over the past decade done. The average presence of telephone line s over 
100 inhabitant s i s equa l t o 1 8 in Centra l an d Easter n Europe , just 8  in 
Latin America and merely 5  in Asia. Africa i s clearly the least developed 
of the regions , with onl y 1. 6 line s per 10 0 inhabitants . A plan o f actio n 
was adopte d fo r th e improvemen t o f the telecommunication s secto r fo r 
the least developed countries. The last declaration of the conference state d 
the nee d t o encourage  thi s developmen t i n a n ope n an d competitiv e 
economy. 

After th e conclusio n o f th e Bueno s Aire s Conferenc e th e mai n 
industrialised countrie s promised to put into practice the good intention s 
formulated durin g th e debate . I n Americ a Vice-Presiden t A l Gor e 
suggested the constitution of a Global Information Infrastructur e (GII) , as 
a network of networks which includes the industrialised countries and the 
Developing Countries in a global village. Al Gore's vision is that the 'GIF 
would provid e a n infrastructur e architectur e o n whic h acces s t o th e 
Internet would be facilitated worldwide . The Net would make i t possible 
to have information access , to connect and to communicate lik e a global 
community. Realisatio n o f th e GII  woul d impl y significan t economi c 
progress, enhanced democracy , an d bette r solution s fo r loca l an d globa l 
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problems. The GII is based on five principles, namely: 

• Encouragin g private investments; 
• Promotin g competition; 
• Creatin g a series of flexible laws,  which can adapt to the rapid 

changes of the telecommunication market ; 
• Supplyin g al l information provider s and all users with open 

access to the Net; 
• Providin g a  global service: every member of our society will 

have access to the GIL 

In February 199 5 the American administration issued the Agenda for Co-
operation, based  o n th e fiv e GII  principles . Unde r th e auspices , o f th e 
Agenda th e U S aim s t o pu t int o practic e th e GII  i n co-operatio n wit h 
other countries. This memorandum was, for example, signe d by Chile in 
July 199 4 and by Argentina in October of the same year. 

The European Union has launched a  number o f initiatives to support the 
development o f a  societ y base d o n telecommunicatio n acces s an d o n 
access to information by countries with transition economies and also the 
Developing Countries : 

• Dialogue s have been initiated with Developing Countries or with 
groupings belonging to these countries, such as the League of Arab States, 
or MERCOSUR , a  grou p comprisin g Argentina , Brazil , Urugua y an d 
Paraguay. A convention on mobile digital communication, attended by the 
League of Arab States and by Modarabtel i n 1993 , led to the adoption of 
the GS M standar d (Globa l Syste m fo r Mobil e -  digita l cellula r mobil e 
telephone) in Saudi Arabia. Another meeting held in March 199 5 together 
with MERCOSU R le d t o th e signin g o f a  co-operatio n agreemen t 
between the European Community and the members of MERCOSUR. 

• Th e Europea n Investmen t Ban k (EIB ) i s a n independen t 
financial institutio n throug h whic h th e Europea n Communit y lend s 
money t o 1 2 countrie s o f th e Mediterranea n regio n wit h whic h i t ha s 
signed bilatera l agreement s an d t o thos e countrie s belongin g t o th e 
ACP/OCT. Ever since 1982 , EIB has financed investment s amounting to 
a total su m of 1,06 2 millio n EC U i n the telecommunication sector . EI B 
contributed 8 0 millio n EC U t o assis t th e sprea d o f th e Morocca n 
International Link s through satellite s an d cables . In 199 5 EIB granted a 
loan o f 8  millio n EC U t o Eritre a t o enabl e i t creat e it s ow n nationa l 
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network and its own international connection. The loan was given through 
a regiona l programm e coverin g Ethiopi a an d Djibouti . Sinc e 199 3 th e 
international activitie s of the EIB have also comprised countries of Latin 
America an d Asia, with which three-yea r co-operatio n agreement s wer e 
signed. The main activity of the EIB was, launched in Chile in 1995 . The 
EIB gav e a  loa n o f 7 5 millio n EC U fo r th e implementatio n o f 
connectivity fo r it s EIB 400,000 new subscribers in 2 years. 

• Co-operatio n fo r Economi c Development : Th e Europea n 
Community launched programmes to promote industrial co-operation and 
investment, with the aim of increasing commerce, technological transfer , 
and know-how . I n Asia i t launche d th e TACI S programm e wit h a  tota l 
sum o f 1 5 millio n EC U havin g th e followin g priorities : to  reform 
legislation, and to reconstruct the sector. I n Latin America the programme 
ALINVEST wa s launche d wit h th e sam e goals . Th e Developin g 
Countries ar e als o provide d wit h th e facilitie s o f th e E C Internationa l 
Investment Partners , launche d i n 198 6 wit h th e ai m t o promot e th e 
implemention of joint ventures in these countries. Since 1966 a total of 16 
projects hav e bee n implemente d i n th e telecommunications  sector , 
corresponding t o a  tota l su m o f 2. 5 millio n ECU . Othe r project s ar e 
deemed fo r Brazil , Mexico , an d Argentin a unde r th e auspice s o f th e 
Business Counci l Networ k (BC-NET) . Thi s organisatio n provide s 
information o n th e opportunitie s fo r join t venture s o r technica l co -
operation with some European partners. 

• Co-operatio n for Development: The European Community with 
ACP/OCT seek s t o enhanc e th e communication s infrastructur e tha t stil l 
represents a  crucia l proble m i n man y o f thes e countries . Th e Lom é 
Convention i s th e bigges t collectiv e agreemen t wit h th e Developin g 
Countries. Th e fourt h Conventio n o f thi s kin d wa s signe d i n 199 0 
between the Community and the countries supporting the ACP/OCT for a 
period of 10 years. Financial assistance is established every 5 years unde r 
the auspices of the financial protocol . Implementation is carried out under 
the aegi s o f th e Europea n Developmen t Fun d (EDF) . Fo r Lom é I V the 
first protoco l (1991-95 ) establishe d a  budget o f 12,00 0 million ECU , of 
which 1,25 0 millio n ECU pertained to various regional co-operations . A 
good exampl e o f regiona l co-operatio n come s fro m th e Sout h Pacifi c 
region, wher e th e Europea n Communit y an d othe r partners , suc h a s 
UNDP, Australia, New Zealand, ITU, United Kingdom have worked hard 
to improv e an d adap t th e telecommunication s infrastructur e t o 
international standards and to provide most of the people with easy access 
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to services . Dealin g wit h th e Lom é I  th e communit y ha s finance d th e 
installation o f a  high-tec h servic e o f telephone s an d telefa x i n th e Fij i 
Islands, Tonga and Samoa (formerl y Wester n Samoa ) and has also built 
the groun d statio n fo r INTELSA T i n Samoa . A simila r satellit e projec t 
was implemented in Kiribati and Papua New Guinea through the Lomé II 
Convention, whil e th e Fij i Islands , Tuvalu , Vanuat u an d Samo a wer e 
given variou s kind s o f assistanc e fo r connectio n t o th e internationa l 
networks. Lom é II I an d I V wer e aime d a t th e promotio n o f 
communications i n the se a vi a radi o an d satellite s i n 7  countries o f the 
Pacific. Other activities were launched within the framework o f the same 
structure of programmes o f financial an d technical co-operation with the 
countries of Latin America. In 1991 a project of regional assistance in the 
telecommunications secto r was  launche d fo r th e countrie s o f Centra l 
America; the Community has made a contribution 13. 8 million ECU. 

• Scientifi c an d Technologica l Co-operation : On e o f th e mai n 
activities o f th e Europea n Communit y comprise s scientifi c an d 
technological trainin g fo r co-operatio n wit h th e Developin g Countries . 
Another activit y i s concerned with specifi c programme s o f developmen t 
for research on communications technologies  and telematics. Since 198 8 
scientific an d technologica l co-operatio n ha s bee n supporte d t o a  tota l 
sum o f 5 3 million ECU , o f which 3 0 million EC U was allocate d t o the 
Asian region , to countries suc h as China and India , while the remainin g 
23 million ECU was destined to countries of Central and Western Europe. 

Bridge to Asia, a non-profit organisation providing information to schools 
and to research centre s i n the Developing Countrie s o f Asia, developed , 
in 1995 , a project to help China and South-East of Asia have access to the 
best informatio n source s worldwide . I t i s based  o n th e creatio n o f 8 
stations, called Internet-based information-transfer  stations (ITS),  one for 
each country . The y ar e al l connecte d vi a th e Interne t t o som e mai n 
stations i n Beijing , Shanghai , Guangzhou , Manila , Hanoi , Pho m Penh , 
Bangkok and Jakarta. 

The aim of Bridge to  Asia project i s to increase and make more solid the 
relationships betwee n individual s an d institutions , i n Chin a an d Sout h 
East Asia. An ITS has several functions: i t researches, consults and sends 
documents. I t receives users ' requests an d elaborates o n them accordin g 
to th e needs ; i t finds  th e informatio n source s an d connect s th e users 
directly to the sources; finally, i t assists transfer of information to the user. 
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A prototype o f a n IT S ha s bee n teste d i n a  smal l grou p o f school s i n 
Beijing an d the n o n 10 0 lawyer s i n China . Th e cos t o f th e complet e 
system wil l b e approximatel y US$ 2 millio n pe r yea r an d i t wil l b e 
supported b y a  mix o f donations , subvention s an d subscription s b y th e 
users. Som e station s wil l be connecte d t o the universities an d thei r cos t 
will b e incorporate d int o th e institutiona l budgets . Th e start-u p fund s 
came fro m som e foundation s an d institution s i n th e US A an d i n Hon g 
Kong [Isoc95b] and [Brid99]. 

In th e Plan  of  Action  signe d b y 3 0 President s durin g th e 9  -  1 1 o f 
December 199 4 a t the Summit  of  the  Americas, hel d i n Miami , Florida , 
there was a chapter dealing with telecommunications and the informatio n 
infrastructure: th e Government s o f th e America s recognise d tha t th e 
information infrastructur e i s an essential component of the politics, of the 
economy an d of the socia l and economic developmen t o f a country. The 
authorities promise d t o tak e mor e responsibilities , includin g enablin g 
access t o th e Ne t fo r universities , libraries , hospital s an d enablin g 
agencies, through the OAS/RedHUCyT project [Isoc95a] . 

The OAS/RedHUCy T projec t wa s launche d i n 1991 , whe n th e 
Organisation o f America n State s (OAS ) approve d a  projec t calle d 
'Hemisphere-Wide Inter-University  Scientific  and  Technological 
Information Network'  or , in terms of to a Spanish acronym, RedHUCyT. 
The ai m o f th e projec t i s t o connec t th e nation s participatin g i n th e 
Summit t o th e Internet , t o integrat e eCommerc e fo r th e exchang e o f 
specialised informatio n amon g variou s academi c an d scientifi c 
institutions. I t deploy s high-tec h equipment , provide s technica l suppor t 
and specialised training , and supports meetings and technical workshop s 
in the region in order to prepare the technical capacity , to enhance skills , 
keep up to date with technical knowledge and train network managers. 

The activitie s an d successfu l projec t goal s o f RedHUCy T hav e t o dat e 
included following [Iso c 95a]: 

1. Conference s an d Workshops: RedHUCyT supports conference s 
and workshop s REUN A '94 , a  worksho p hel d i n Chil e i n 199 4 wa s 
attended by about 400 people. 

2. Caribbea n Academi c Scientifi c an d Technologica l Networ k 
(CUNet): OA S an d th e Universit y o f Puert o Ric o organise d th e firs t 
Caribbean Academi c an d Scientifi c Networ k Worksho p i n Septembe r 
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1991, durin g whic h th e CUNe t projec t wa s formall y launche d wit h th e 
objective t o establis h a n electroni c informatio n networ k amon g th e 
universities o f the Caribbean . A total o f more than 2 5 nodes connectin g 
over 2,000 users has been established under the auspices of CUNet. 

3. Jamaica n Electronic Network (JAMNet): Under the auspices of 
the CUNe t project , fundin g allocatio n ha s bee n use d t o implemen t 
JAMNet, which enables Jamaica to connect to the Net through a 64 Kbps 
satellite connection between Kingston and USA. 

4. Centra l America n Projec t (RedCACyT) : I n Centra l Americ a 
resources hav e bee n use d fo r th e constructio n o f a  backbon e o f 
interconnected institutions , b y creatin g th e CRNet-Costa  Rica  National 
Research Network,  whic h i s connecte d t o th e Ne t throug h a  12 8 Kbp s 
satellite connection between Costa Rica and Florida. In the second part of 
the projec t othe r activitie s hav e bee n implemented , scientifi c an d 
technological, including , RAIN-Nicaragua  Academic  Network,  PANNet-
Panamanian Academic Network,  and HOUNDUNet-National Network  of 
Honduras. 

5. Th e Countries o f MERCOSUR an d Chile: OAS has supporte d 
a projec t b y th e Departmen t o f Scienc e an d Technolog y aime d a t 
improving th e operativit y an d th e efficienc y o f th e Science  and 
Technological Network (RECyT).  RECy T ha s grow n t o compris e ove r 
300 nodes, serving thousands of users, with an average monthly traffic o f 
200 MegaBytes, transferred exclusivel y via e-mail. After the inauguration 
of RECyT  an d th e connectio n t o th e Interne t o f th e nationa l provide r 
TELINTAR, th e Argentin a projec t componen t ha s ha d a n explosiv e 
growth, an d s o the sam e ideas have been cascade d t o other countrie s o f 
Latin America. 

6. Th e Andes , Mexic o an d Brazil : I n Ecuado r a  projec t o f th e 
Ecuadorian Informatio n Corporatio n (EcuaNet ) ha s bee n implemented . 
EcuaNet i s a  not-for-profi t organisatio n offerin g fre e connectio n t o th e 
Net to all universities. In Bolivia the BOLINet-Bolivian Data Network fo r 
the connectio n o f Bolivia t o the Net wa s complete d i n June 1995 . Peru 
was finall y connecte d t o the Net i n March 199 4 thanks t o the Peruvian 
Scientific Network  (RCP) , a n associatio n o f 10 0 scientifi c institutions . 
The networ k use s a  satellit e statio n fo r communication , an d a  radio -
frequency equipment . 

128 



7. Latí n Americ a an d Caribbea n Scientifi c an d Technologica l 
Information We b (INFOCyT) : REUN A '9 5 was  hel d i n Santiago , 
Chile, a s a  Pilo t Progra m Workshop , encompassin g th e introductio n o f 
scientific an d technologica l databases , ove r th e Internet , i n Argentina , 
Brazil, Cost a Rica , Chile , Mexico,  Peru , Urugua y an d Venezuela . Th e 
main goa l o f th e worksho p wa s t o carr y ou t a  valuation o f th e variou s 
alternatives fo r eas y acces s o f scientifi c an d technologica l informatio n 
through th e Net . Th e Peruvia n Scientifi c Networ k the n implemented , 
mainly as a result of the continuous support of the other nations, a specific 
home page, which enables easy access t o the regional databases, by using 
pointers provided by the national networks o f every region. The Website 
has the following address : http://www.rcp.Net.pe/INFOCYT/infocyt.html . 

In Apri l 199 7 a  projec t wa s launche d b y IT U -  Internationa l 
Telecommunications Union, and UNESCO -  United Nations Educational 
Scientific and Cultural Organisation, as a support to the AISI/HITD. The 
AISI (African  Information  Society  Initiative)  Sub-programme  on 
Connectivity was conceived to accelerate an international effor t focusin g 
on th e co-operatio n o f al l Africa n countrie s t o implemen t a  minimu m 
connectivity level during a period of 3 years [Bel l 97]. The programme is 
supported by the United Nations Special Initiative on Africa's Harnessin g 
Information Technolog y fo r Development  (HITD ) and will be integrate d 
into the other projects of AISI. The main aim of the special initiative is to 
develop flexible regulation, and encourage market mechanisms to provide 
the necessary connectivity environment for users. This is pursued through 
the following activities : 

• Developmen t o f national regulations; 
• Elaboratio n o f a project calle d NICI -  National Informatio n 

and Communications Infrastructure ; 
• Regiona l co-operation to increase the efficiency an d the 

quality of access to the Net, especially through interconnectivit y 
and resources coming from th e African operator s and the 
ISPs. 

It is a truism that great projects are in progress and many others are being 
planned o r experimented on . The big problem tha t emerges is , however, 
the restricte d availabilit y o f funds , adequat e availabilit y o f whic h i s 
essential fo r th e realisatio n o f th e rea l need s o f Developin g Countries , 
especially fo r th e constructio n o f th e basi c telecommunication s 
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infrastructure. Organisation s an d Government s o f th e industrialise d 
countries and the Developing Countries alike must be prepared to address 
this proble m i n orde r t o tak e a  mor e activ e rol e fo r co-operatio n an d 
partnerships amon g themselve s a s wel l a s wit h th e privat e secto r an d 
business. 

7.6 Th e Priorities 

In orde r t o implemen t adequat e telecommunicatio n network s th e 
Developing Countries , i n co-operation wit h th e industrialise d countries , 
must try and put in place the following priorities , inter alia: 

• Promoting  research  in  every  nation  s o a s t o acquir e adequat e 
capacity an d capability , tha t wil l hel p t o facilitat e a n articulatio n o f 
adequate strategie s fo r th e promotio n o f th e ne w informatio n an d 
communications technologies . Ther e is , i n addition , th e nee d t o put  i n 
place an d i n practic e on-goin g mechanism s fo r th e sharin g o f ne w 
knowledge and experiences within and between countries . 

• Developing  access-points  and promoting communication  services 
in secondary  towns  and  in  rural  areas  throug h th e trainin g o f users , 
provision of equipment and installation of systems. The implementing of 
shared telecenters an d the promotion an d suppor t o f alternative wireles s 
connections wher e necessary , fo r example , coul d provid e on e possibl e 
niche fo r sharin g experiences . Supportin g technical  trainin g fo r th e 
creation o f new operator s i n compute r system s an d the improvemen t o f 
knowledge o f existin g operator s coul d b e initiated , b y usin g stor e & 
forward technologies . Individua l session s an d nationa l workshop s ar e 
necessary for the training of people, and the identifying an d promoting of 
low cost education centres . 

• Supporting  administrative  and  business knowledge, increases  the 
services provided by  the ISPs; 

• Supporting  the  implementing  of  local  cross-sectorial  national 
Internet working  groups  and  technical  assistance  in  the  Developing 
Countries wit h th e objectiv e t o develo p nationa l project s fo r th e 
development o f the Internet infrastructur e a s well a s an inventory o f the 
local resources . Thes e group s coul d b e connecte d t o al l Informatio n 
Technology group s worldwide . Thes e group s ma y functio n a s 
communities of practice with shared visions; 
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• Promoting  low-cost information to create Internet/Intranet hosts in 
every sector ; 

• Encouraging  the  development of  general connections  in  the sub-
regional areas and especially among the nations which are culturally and 
economically connected ; 

• Providing  the  telecommunications  operators  with  technical 
assistance in  order to increase the bandwidth of  the local infrastructures 
through th e promotio n o f innovativ e method s t o improv e th e existin g 
circuits, b y transformin g the m fro m analogi c t o digital , an d t o us e 
wireless communication where necessary; 

• Identifying  the  resources that can support the  local initiatives fo r 
existing regional and global projects ; 

• Identifying  and  promoting resources  that ca n be destine d t o buy 
second-hand computers , hardware an d softwar e a t low costs , but also to 
train people to use these pieces of paraphernaliae; 

• Identifying  financial  resources,  suc h a s loca l initiative s an d 
international partners who would like to implement some joint ventures in 
these countries; 

• Supporting  the  implementing of  centres for the  administration of 
the IP addresses,  independent  numeration systems and  of direct services 
in all  continents,  suc h as , fo r instance , RIPE , alread y operatin g fo r 
Europe, AsiaNIC for Asia and InterNIC; 

• Supporting  the growing collaboration for international  assistance 
projects i n order to create strong local hosts and to increase the efficienc y 
of Internet projects ; 

• Providing  ISP with technical assistance in order to encourage the 
use o f method s reducin g th e black-ou t o f th e internationa l connection s 
through the installation of caching servers and mirror sites; 

• Supporting  the  analysis of  traffic partners i n order to support the 
planning of the topology of the Net, the size of the provision of the band 
and the tariff mechanism to distribute the use especially during the day; 
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• Promoting  the  use of data-broadcasting digital  satellites to make 
the congestio n decreas e an d als o t o provid e th e final  user s wit h high -
quality band services; 

• Considering  alternative  suggestions  for  ISPs  comin g fro m th e 
private sector ; 

• Encouraging  national  Goverments  to  reduce  customs  duty  or 
import duties on ICT equipment; 

• Providing  national,  provincial  and  municipal  authorities  with 
technical assistance  to  implement  the  Net an d t o tak e thei r informatio n 
systems, whic h ma y generall y b e sometimes , close d an d out-of-date , 
towards an open and modern Net; 

• Encouraging  international  agencies  to  use  local  ISPs instea d o f 
their independent communication systems ; 

• Promoting  the  use of interfaces for the  illiterate or people with  a 
modest educational level:  for instance , recorded texts , touch screens , the 
web TV , voice recognition , an d increasin g th e numbe r o f translator s i n 
many languages; 

• Encouraging  the  rise of service centres,  connected, if  possible, to 
the ISPs, tha t ca n provide th e developmen t o f Web site s fo r loca l othe r 
services, such as audio/video server s and CD ROMs; 

• Supporting  the participation of  these countries in the international 
process o f developmen t i n the secto r o f th e regulatio n fo r th e right s o f 
ownership, the laws on information, th e laws about privacy; 

• Convincing  the conservative and narrow-minded politicians of  the 
opportunities that  can be derived from the  use of the Internet (education , 
medicine, agriculture, industry, services , etc). 

These are the main priorities that have been found out by the IDRC study 
[IDRC 96] for the growth of the Internet in Africa; they can be adapted to 
individual Developin g Countrie s tryin g t o develo p a n adequat e 
telecommunications infrastructur e i n order to reduce the gap between the 
North and the South. 
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